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Pure functional HTTP/1.1, HTTP/2, and HTTP/3 codec for Erlang/OTP 27+.
Getting started
%% rebar.config
{deps, [nhttp_lib]}.
Parsing
Data = <<"GET / HTTP/1.1\r\nHost: example.com\r\n\r\n">>,
Opts = #{scheme => http, peer => {{127,0,0,1}, 54321}},
case nhttp_h1:parse_request(Data, Opts) of
    {ok, #{method := Method, path := Path} = _Request, _Consumed} ->
        {Method, Path};
    {more, _MinBytes} ->
        need_more_data;
    {error, Reason} ->
        {error, Reason}
end.
The request map is the canonical nhttp_lib:request/0 shape: method,
path, scheme, authority, and headers are always populated. The
parser fills peer and version. Use nhttp_headers:get/2 to look up
header values.
Encoding
Response = #{
    status => 200,
    headers => [{<<"content-type">>, <<"text/plain">>}],
    body => <<"Hello, World!">>
},
{ok, IoData} = nhttp_h1:encode_response(Response).
encode_request/1 and encode_response/1 return
{ok, iolist()} | {error, encode_error()}. For chunked / streaming bodies,
omit body from the map and emit the header block with
encode_response_head/3, body chunks with encode_chunk/1, and a trailing
encode_last_chunk/0.
Features
	HTTP/1.1 request/response parsing and encoding (RFC 9112)
	HTTP/2 connection and stream state machine (RFC 9113)
	HTTP/3 connection state machine, QUIC transport agnostic (RFC 9114)
	HTTP semantics shared across versions (RFC 9110)
	HPACK header compression for HTTP/2 (RFC 7541)
	QPACK field compression for HTTP/3 (RFC 9204)
	WebSocket frame codec with masking (RFC 6455)
	Cookies parsing and encoding (RFC 6265)
	Compression gzip/deflate content encoding
	Socket unified TCP/TLS interface with ALPN
	Minimal dependencies OTP stdlib apps plus nquic (QUIC varint codec from RFC 9000, shared with the QUIC transport)

Documentation
nhttp_lib on HexDocs
License
Apache License 2.0


  

    LICENSE


                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to the Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS



  

    
nhttp_accept_query 
    



      
The Accept-Query field (RFC 10008 Section 3).
The field is a List Structured Field (RFC 9651 Section 3.1). Each member is a
Token or a String that holds a media range without parameters, and each
parameter value is a Token or a String. A Token and a String with the same
characters give the same term, because RFC 10008 Section 3 forbids a
difference in processing.
parse_value/1 reads the List grammar of RFC 9651 Section 4.2.1 in full. It
accepts only the item types that RFC 10008 Section 3 allows, then checks that
each member is type "/" subtype, each side an RFC 9110 token. The wildcards
are */* and type/* only. Every failure ignores the whole field (RFC 9651
Section 2.2), and the error names the first rule that the value breaks. An
offset in an error counts octets from the start of the joined field value.
The result holds the type, the subtype and the parameter names in lowercase,
the form of nhttp_media_type:media_type/0. Every binary in the result
and in a not_media_range error is a fresh copy, so a caller can keep a
value for as long as it stays fresh without the receive buffer.
allows/2 matches a media type against the ranges. RFC 10008 does not define
a rule for parameters, so allows/2 follows the media ranges of Accept
(RFC 9110 Section 12.5.1): each parameter of a range must be present in the
media type with an equal value. A charset value compares without case (RFC
9110 Section 8.3.2), every other value with case.
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    Functions
  


    
      
        allows/2

      


        True iff a range of Ranges matches MediaType. */* matches any type,
type/* any subtype of type, and any other range its own type and
subtype. Names compare without case.



    


    
      
        encode/1

      


        Serialize a non-empty list of media ranges (RFC 9651 Section 4.1.1).



    


    
      
        parse(Headers)

      


        Parse every accept-query field line of Headers.



    


    
      
        parse_value(Bin)

      


        Parse one Accept-Query field value. An empty value gives {ok, []}.
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          -type encode_error() ::
          {not_media_range, binary()} |
          {invalid_parameter_name, binary()} |
          {invalid_parameter_value, binary()}.
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          -type media_range() :: nhttp_media_type:media_type().
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          -type parse_error() ::
          not_ascii |
          {sf_syntax, non_neg_integer()} |
          {unsupported_item, non_neg_integer()} |
          {unsupported_parameter, non_neg_integer()} |
          {not_media_range, binary()}.
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          -spec allows(nhttp_media_type:media_type(), [media_range()]) -> boolean().


      


True iff a range of Ranges matches MediaType. */* matches any type,
type/* any subtype of type, and any other range its own type and
subtype. Names compare without case.
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          -spec encode([media_range(), ...]) -> {ok, binary()} | {error, encode_error()}.


      


Serialize a non-empty list of media ranges (RFC 9651 Section 4.1.1).
A member or a parameter value goes out as a Token when it is a valid Token,
and as a String otherwise. A media type with a leading digit thus goes out
as a String, as RFC 10008 Section 3 requires. A parameter name goes out in
lowercase. An empty List is the absence of the field (RFC 9651 Section 4.1),
so the caller omits the field instead of calling this function.
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          -spec parse(nhttp_lib:headers()) -> {ok, [media_range()]} | {error, parse_error()}.


      


Parse every accept-query field line of Headers.
The field lines join with ", " before the parse (RFC 9651 Section 4.2). The
lookup is exact on the lowercase name, the form that every codec of this
library gives. An absent field gives {ok, []}.

  



  
    
      
    
    
      parse_value(Bin)



        
          
        

    

  


  

      

          -spec parse_value(binary()) -> {ok, [media_range()]} | {error, parse_error()}.


      


Parse one Accept-Query field value. An empty value gives {ok, []}.
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HTTP compression utilities for nhttp.
Supports gzip and deflate content encoding for request/response bodies.
Compression is configurable and can be disabled.
Configuration options:
	compression => boolean() (default: true)
	compression_level => 1..9 (default: 6)
	compression_threshold => non_neg_integer() (default: 1024)
	compress_mime_types => [binary()] (default: text/*, application/json, etc.)
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        compress(Data, Encoding, Level)

      


        Compress data using the specified encoding. Returns {ok, CompressedData} or {error, Reason}.



    


    
      
        decompress(Data, Encoding)

      


        Decompress data using the specified encoding. Caps inflated output at
16 MiB to defend against decompression bombs. Use decompress/3 to
override the cap and to read the rule on trailing input.



    


    
      
        decompress(Data, Encoding, Max)

      


        Decompress data with an explicit cap on the inflated output. Returns
{error, max_output_exceeded} if decoding would produce more than Max
bytes; pass infinity to disable the cap.
Data must hold exactly one complete compressed stream and nothing else.
Any byte after the end of that stream gives {error, trailing_data}. This
refuses a gzip file that holds more than one member, which RFC 1952
Section 2.2 permits. The rule is deliberate. A decoder that drops the bytes
after the first stream derives a different body from the same octets than a
decoder that reads them all.
identity applies Max to the input itself, because the input is the
output.



    


    
      
        default_mime_types()

      


        Return default MIME types eligible for compression.



    


    
      
        encoding_header/1

      


        Convert encoding atom to header value.



    


    
      
        negotiate_encoding(Headers)

      


        Negotiate encoding based on Accept-Encoding header. Returns the best encoding the client accepts that we support.



    


    
      
        should_compress(ContentType, Size, MimeTypes)

      


        Check if response should be compressed using the default threshold
(?DEFAULT_COMPRESSION_THRESHOLD). Equivalent to
should_compress(ContentType, Size, MimeTypes, ?DEFAULT_COMPRESSION_THRESHOLD).



    


    
      
        should_compress(ContentType, Size, MimeTypes, Threshold)

      


        Check if response should be compressed. Returns true when body size meets the threshold and Content-Type matches the compressible MIME types.
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          -type compress_opts() ::
          #{compression => boolean(),
            compression_level => 1..9,
            compression_threshold => non_neg_integer(),
            compress_mime_types => [binary()]}.
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          -type encoding() :: gzip | deflate | identity.
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          -type zlib_error() ::
          data_error | buf_error | stream_error | badarg | enomem | max_output_exceeded |
          trailing_data |
          {unknown, term()}.
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          -spec compress(Data :: iodata(), Encoding :: gzip | deflate, Level :: 1..9) ->
                  {ok, binary()} | {error, zlib_error()}.


      


Compress data using the specified encoding. Returns {ok, CompressedData} or {error, Reason}.
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          -spec decompress(Data :: binary(), Encoding :: encoding()) -> {ok, binary()} | {error, zlib_error()}.


      


Decompress data using the specified encoding. Caps inflated output at
16 MiB to defend against decompression bombs. Use decompress/3 to
override the cap and to read the rule on trailing input.

  



  
    
      
    
    
      decompress(Data, Encoding, Max)



        
          
        

    

  


  

      

          -spec decompress(Data :: binary(), Encoding :: encoding(), Max) ->
                    {ok, binary()} | {error, zlib_error()}
                    when Max :: pos_integer() | infinity.


      


Decompress data with an explicit cap on the inflated output. Returns
{error, max_output_exceeded} if decoding would produce more than Max
bytes; pass infinity to disable the cap.
Data must hold exactly one complete compressed stream and nothing else.
Any byte after the end of that stream gives {error, trailing_data}. This
refuses a gzip file that holds more than one member, which RFC 1952
Section 2.2 permits. The rule is deliberate. A decoder that drops the bytes
after the first stream derives a different body from the same octets than a
decoder that reads them all.
identity applies Max to the input itself, because the input is the
output.
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          -spec default_mime_types() -> [binary()].


      


Return default MIME types eligible for compression.
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          -spec encoding_header(encoding()) -> binary().


      


Convert encoding atom to header value.
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          -spec negotiate_encoding(Headers :: [{binary(), binary()}]) -> encoding().


      


Negotiate encoding based on Accept-Encoding header. Returns the best encoding the client accepts that we support.

  



  
    
      
    
    
      should_compress(ContentType, Size, MimeTypes)



        
          
        

    

  


  

      

          -spec should_compress(ContentType :: binary() | undefined,
                      Size :: non_neg_integer(),
                      MimeTypes :: [binary()]) ->
                         boolean().


      


Check if response should be compressed using the default threshold
(?DEFAULT_COMPRESSION_THRESHOLD). Equivalent to
should_compress(ContentType, Size, MimeTypes, ?DEFAULT_COMPRESSION_THRESHOLD).
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          -spec should_compress(ContentType :: binary() | undefined,
                      Size :: non_neg_integer(),
                      MimeTypes :: [binary()],
                      Threshold :: non_neg_integer()) ->
                         boolean().


      


Check if response should be compressed. Returns true when body size meets the threshold and Content-Type matches the compressible MIME types.
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Cookie parsing and encoding utilities (RFC 6265).
This module provides symmetrical encode/decode functions for both Cookie
and Set-Cookie headers.
Cookie Header (client → server)
The Cookie header contains simple name=value pairs separated by semicolons.
%% Decode incoming Cookie header
{ok, Cookies} = nhttp_cookie:decode_cookie(<<"session=abc123; user=john">>),
%% Cookies = [#{name => <<"session">>, value => <<"abc123">>},
%%            #{name => <<"user">>, value => <<"john">>}]

{ok, CookieHeader} = nhttp_cookie:encode_cookie([
    #{name => <<"session">>, value => <<"abc123">>},
    #{name => <<"user">>, value => <<"john">>}
]),
%% <<"session=abc123; user=john">>
Set-Cookie Header (server → client)
The Set-Cookie header contains a single cookie with optional attributes.
%% Decode incoming Set-Cookie header
{ok, SetCookie} = nhttp_cookie:decode_set_cookie(
    <<"session=abc123; Path=/; HttpOnly; Secure">>
),
%% SetCookie = #{name => <<"session">>, value => <<"abc123">>,
%%               path => <<"/">>, http_only => true, secure => true, ...}

%% Encode Set-Cookie header for responses
{ok, SetCookieHeader} = nhttp_cookie:encode_set_cookie(#{
    name => <<"session">>,
    value => <<"abc123">>,
    path => <<"/">>,
    max_age => 3600,
    http_only => true,
    secure => true,
    same_site => strict
}),
%% <<"session=abc123; Path=/; Max-Age=3600; HttpOnly; Secure; SameSite=Strict">>
Roundtrip Support
The decode output can be fed back to encode when it conforms to the
RFC 6265 Section 4.1.1 grammar:
{ok, SetCookie} = nhttp_cookie:decode_set_cookie(Header),
%% Modify and re-encode
{ok, NewHeader} = nhttp_cookie:encode_set_cookie(SetCookie#{max_age => 7200}).
The roundtrip is not total, and it must not be. The Section 5.2 parsing
algorithm is more permissive than the Section 4.1.1 grammar on purpose,
so decode_set_cookie/1 accepts a value that carries internal
whitespace, a comma, or a CR and LF pair. The encoders enforce the
grammar and refuse such a value with {error, Reason}. Re-emitting it
is the header injection that the validation exists to stop.
A forwarder must therefore pass the original field value through rather
than decode it and encode it again. The decoded map is lossy in the same
direction: decode_set_cookie/1 drops every attribute it does not name,
so a re-encode also discards the rest.
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        decode_cookie/1

      


        Decode a Cookie header value into a list of cookies.
Parses a semicolon-separated Cookie header and returns a list of cookie maps.
Empty names are rejected with an error.



    


    
      
        decode_set_cookie(SetCookieHeader)

      


        Decode a Set-Cookie header value into a set-cookie map.
Parses a Set-Cookie header with attributes and returns a map containing
the cookie name, value, and any parsed attributes.



    


    
      
        encode_cookie/1

      


        Encode a list of cookies into a Cookie header value.
Takes a list of cookie maps and produces a semicolon-separated string
suitable for the Cookie header.



    


    
      
        encode_set_cookie/1

      


        Encode a set-cookie map into a Set-Cookie header value.
Takes a map with name and value (required) plus optional attributes,
and produces a Set-Cookie header string.
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          -type cookie_error() ::
          empty_name | invalid_format |
          {invalid_cookie_name, name_violation()} |
          {invalid_cookie_value, value_violation()}.
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          -type domain_violation() :: empty | empty_label | invalid_label.
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          -type name_violation() :: empty | non_token_octet.
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          -type path_violation() :: empty | no_leading_slash | control_char | semicolon | non_ascii.
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          -type set_cookie() ::
          #{name := binary(),
            value := binary(),
            path => binary(),
            domain => binary(),
            expires => calendar:datetime(),
            max_age => integer(),
            secure => boolean(),
            http_only => boolean(),
            same_site => strict | lax | none}.
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          -type set_cookie_error() ::
          empty_name | invalid_format |
          {invalid_cookie_name, name_violation()} |
          {invalid_cookie_value, value_violation()} |
          {invalid_path, path_violation()} |
          {invalid_domain, domain_violation()}.
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          -type t() :: #{name := binary(), value := binary()}.
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          -type value_violation() :: control_char | separator | non_ascii | unbalanced_quote.
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      decode_cookie/1



        
          
        

    

  


  

      

          -spec decode_cookie(binary()) -> {ok, [t()]} | {error, cookie_error()}.


      


Decode a Cookie header value into a list of cookies.
Parses a semicolon-separated Cookie header and returns a list of cookie maps.
Empty names are rejected with an error.
{ok, Cookies} = nhttp_cookie:decode_cookie(<<"session=abc; user=john">>).
%% Cookies = [#{name => <<"session">>, value => <<"abc">>},
%%            #{name => <<"user">>, value => <<"john">>}]

  



  
    
      
    
    
      decode_set_cookie(SetCookieHeader)



        
          
        

    

  


  

      

          -spec decode_set_cookie(binary()) -> {ok, set_cookie()} | {error, set_cookie_error()}.


      


Decode a Set-Cookie header value into a set-cookie map.
Parses a Set-Cookie header with attributes and returns a map containing
the cookie name, value, and any parsed attributes.
{ok, SetCookie} = nhttp_cookie:decode_set_cookie(
    <<"session=abc; Path=/; Secure; HttpOnly">>
).
%% SetCookie = #{name => <<"session">>, value => <<"abc">>,
%%               path => <<"/">>, secure => true, http_only => true, ...}
Invalid attributes are silently ignored (per RFC 6265 recommendations).

  



  
    
      
    
    
      encode_cookie/1



        
          
        

    

  


  

      

          -spec encode_cookie([t()]) -> {ok, binary()} | {error, cookie_error()}.


      


Encode a list of cookies into a Cookie header value.
Takes a list of cookie maps and produces a semicolon-separated string
suitable for the Cookie header.
{ok, Header} = nhttp_cookie:encode_cookie([
    #{name => <<"session">>, value => <<"abc">>},
    #{name => <<"user">>, value => <<"john">>}
]).
%% Header = <<"session=abc; user=john">>
Every pair is validated against RFC 6265 Section 4.1.1, the grammar that
Section 4.2.1 reuses for cookie-string. A name must be a token. A
value must be *cookie-octet, or *cookie-octet inside a matched pair
of double quotes, which admits %x21, %x23-2B, %x2D-3A, %x3C-5B,
and %x5D-7E. That excludes CTLs, space, double quote, comma,
semicolon, backslash, and every octet above %x7E.
A value that leaves the set is refused with
{error, {invalid_cookie_value, t:value_violation/0}}. No value is
stripped, quoted, escaped, or truncated, and the error carries a class
rather than the offending bytes, which are often a session token.
Encode arbitrary data with Base64 before you put it in a cookie.
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          -spec encode_set_cookie(set_cookie()) -> {ok, binary()} | {error, set_cookie_error()}.


      


Encode a set-cookie map into a Set-Cookie header value.
Takes a map with name and value (required) plus optional attributes,
and produces a Set-Cookie header string.
{ok, Header} = nhttp_cookie:encode_set_cookie(#{
    name => <<"session">>,
    value => <<"abc123">>,
    path => <<"/">>,
    max_age => 3600,
    secure => true
}).
%% Header = <<"session=abc123; Path=/; Max-Age=3600; Secure">>
Supported attributes: path, domain, expires, max_age, secure,
http_only, same_site.
The cookie pair is validated against the RFC 6265 Section 4.1.1 grammar.
A name must be a token. A value must be *cookie-octet, or
*cookie-octet inside a matched pair of double quotes, which admits
%x21, %x23-2B, %x2D-3A, %x3C-5B, and %x5D-7E. That excludes
CTLs, space, double quote, comma, semicolon, backslash, and every octet
above %x7E. Encode arbitrary data with Base64 before you put it in a
cookie.
The two attributes that carry caller data are validated too. path must
be <any CHAR except CTLs or ";"> and must start with /, because
Section 5.2.4 makes a user agent discard any other value. domain must
be a <subdomain> per RFC 1034 Section 3.5 and RFC 1123 Section 2.1:
dot-separated labels of letters, digits, and hyphens, with an optional
leading dot that Section 5.2.3 strips.
A field that leaves its grammar is refused with
{error, t:set_cookie_error/0}. Nothing is stripped, quoted, escaped,
or truncated, and an error carries a class rather than the offending
bytes, which are often a session token.
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Unified error handling for nhttp HTTP library.
Provides a consistent error taxonomy across client and server components.
All errors use the format {error, {Category, Reason}} where Category
identifies the error domain and Reason provides specific details.
Error Categories
	connection - Connection establishment failures
	request - Request/response cycle failures
	http2 - HTTP/2 protocol-specific errors
	pool - Connection pool errors
	server - Server-side acceptor / listener / handler failures

Usage
case connect(Host, Port) of
    {ok, Conn} -> {ok, Conn};
    {error, econnrefused} -> nhttp_error:connect_refused(econnrefused);
    {error, timeout} -> nhttp_error:connect_timeout()
end.

case nhttpc:get(Url) of
    {ok, Resp} -> handle_response(Resp);
    {error, {connection, _}} -> retry_with_backoff();
    {error, {request, {timeout, _}}} -> return_504();
    {error, {pool, checkout_timeout}} -> return_503()
end.

case nhttp_error:is_retryable(Error) of
    true -> retry_request();
    false -> return_error()
end.
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        connect_not_ready()

      


        Connection is not ready for use.



    


    
      
        connect_refused(Posix)

      


        Connection was refused by the remote host.
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Accept socket was closed.
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Accept timed out waiting for a new connection.
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Server is at connection capacity.
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Body receive timed out after the specified duration.
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Get the category of an error.

  



  
    
      
    
    
      checkout_timeout()



        
          
        

    

  


  

      

          -spec checkout_timeout() -> t().


      


Timed out waiting for a connection from the pool.
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Connection attempt failed with the given POSIX error.
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Connection is not ready for use.
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Connection was closed with a retryable or unexpected tag.
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      file_error(Operation, Path, Reason)



        
          
        

    

  


  

      

          -spec file_error(atom(), file:filename(), term()) -> t().


      


File operation failed for the given path.
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HTTP/2 flow control error.
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Format error for logging.
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Received GOAWAY frame with the given error code.

  



  
    
      
    
    
      goaway/2



        
          
        

    

  


  

      

          -spec goaway(nhttp_h2:error_code(), retryable | binary()) -> t().


      


Received GOAWAY frame, marked as retryable or carrying the debug data of
the frame.
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Received GOAWAY frame carrying debug data, marked as retryable.
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HTTP/2 connection-level error.
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HTTP/2 protocol error.
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Handler init callback failed.
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Check if error is retryable (connection-level or transient). Retryable errors are those where a fresh connection or retry might succeed.
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          -spec is_transient(t() | term()) -> boolean().


      


Check if error is transient (may succeed on immediate retry). Transient errors are a subset of retryable errors where the issue is likely temporary (e.g., connection reset vs. server down).
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Listen socket could not be opened.
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No connections available in the pool.
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Normalize raw errors into structured t() tuples. Converts various error formats from sockets, TLS, and protocol layers into a consistent categorized format.
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Error receiving data from the socket.
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Response body exceeded the maximum allowed size.

  



  
    
      
    
    
      send_error(Posix)



        
          
        

    

  


  

      

          -spec send_error(inet:posix()) -> t().


      


Error sending data on the socket.
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Server socket error.
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HTTP/2 stream was cancelled.
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HTTP/2 stream was closed.
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HTTP/2 stream was refused by the peer (retryable).
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HTTP/2 stream was reset with the given error code.
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Response stream was stopped by the caller.
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Response stream was stopped with accumulated partial data.
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TLS handshake or protocol error.
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Upload processing failed.
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          -spec ws_error(term()) -> t().


      


WebSocket protocol error.
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WebSocket upgrade handshake failed.
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Core HTTP types for the nhttp library.
This module is the umbrella for the type vocabulary used across the
nhttp HTTP framework. Types defined elsewhere are re-exported here as
thin aliases so consumers only ever import from one upstream module.
Core Types
	method/0 - HTTP request methods: GET, HEAD, POST, PUT, DELETE, CONNECT,
OPTIONS, TRACE, PATCH and QUERY (RFC 10008) as atoms, any other token as
the binary. is_safe/1 and is_idempotent/1 give the method properties
of RFC 9110 Section 9.2.
	version/0 - HTTP version (http1_0 | http1_1 | http2 | http3)

	scheme/0 - URI / wire scheme (http | https | ws | wss)

	authority/0 - Authority component (host[:port])
	peer/0 - Remote socket address
	header_name/0 / header_value/0 - Header field name/value (binary)
	headers/0 - HTTP headers as a list of name/value pairs
	status/0 - HTTP response status codes (100-599)
	stream_id/0 - Transport-level stream identifier (HTTP/2, HTTP/3, QPACK)
	fin/0 - End-of-stream marker shared by HTTP/2 and HTTP/3
	role/0 - Connection role (client or server)
	error_code/0 - Open peer error code: an RFC-defined atom or the raw integer
	action/0 - Caller-executed I/O action emitted by H2 / H3 codecs
	error/0 - Unified error shape across H2 and H3
	event_common/0 - Shape-shared events emitted by both H2 and H3 codecs
	event_h2/0 - Alias for nhttp_h2:event/0
	event_h3/0 - Alias for nhttp_h3:event/0
	event/0 - Cross-protocol union; prefer event_h2/0 or event_h3/0
	request/0 - Canonical HTTP request shape across H1, H2, and H3
	response/0 - Canonical HTTP response shape across H1, H2, and H3

The version field on request/0 and response/0 records the HTTP
version (http1_0 | http1_1 | http2 | http3) and is filled by
every server parser. The scheme field is http or https on the
wire; ws/wss only appear when a client preserved the URI scheme as
parsed from a URL. WebSocket upgrades ride on http/https with
Upgrade: websocket (H1) or :protocol = websocket (H2/H3 Extended
CONNECT, RFC 8441 §4 / RFC 9220 §3).
The connect_protocol field on request/0 carries the RFC 8441 / 9220
:protocol pseudo-header sent on Extended CONNECT requests
(<<"websocket">> for the WS upgrade case). It is independent of the
wire version field above and is only present when the peer sent
:protocol.
The body field is for the convenience case where the whole payload is
already in memory. The streaming atom signals that the body is being
fed chunk-by-chunk through the streaming-body callback (see
nhttp_h1:parse_request_headers/2 and parse_request_body/2).
The trailers field is the symmetric convenience for trailing header
fields (RFC 9110 §6.5) when sent alongside an in-memory body. For
streaming, emit trailers separately after the body. H1 writes the last
chunk, the trailer section and the closing CRLF in one call to
nhttp_h1:encode_trailers/1; H2 / H3 emit them via a final
send_headers/4 call with fin.
WebSocket umbrella re-exports
WS frame, message, and option types live in nhttp_ws / nhttp_ws_frame
and are re-exported here as aliases (ws_message/0, ws_frame/0,
close_code/0, ws_send_opts/0, ws_session_opts/0,
ws_runtime_opts/0, ws_close_opts/0).

      


      
        Summary
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        action()

      


    


    
      
        authority()

      


    


    
      
        close_code()

      


    


    
      
        error()

      


    


    
      
        error_code()

      


    


    
      
        event()

      


    


    
      
        event_common()

      


    


    
      
        event_h2()

      


    


    
      
        event_h3()

      


    


    
      
        fin()

      


    


    
      
        header_name()

      


    


    
      
        header_value()

      


    


    
      
        headers()

      


    


    
      
        method()

      


    


    
      
        peer()

      


    


    
      
        request()

      


    


    
      
        response()

      


    


    
      
        role()

      


    


    
      
        scheme()

      


    


    
      
        status()

      


    


    
      
        stream_id()

      


    


    
      
        version()

      


    


    
      
        ws_close_opts()

      


    


    
      
        ws_frame()

      


    


    
      
        ws_message()

      


    


    
      
        ws_runtime_opts()

      


    


    
      
        ws_send_opts()

      


    


    
      
        ws_session_opts()

      


    





  
    Functions
  


    
      
        decode_method/1

      


        Decode an HTTP method from its wire binary form. Known methods become
the corresponding atom (get, post, ...); unknown methods stay as
the input binary.



    


    
      
        decode_scheme/1

      


        Decode a scheme from its binary form. Strict: crashes with
function_clause on unknown values. The closed scheme/0 union is
enforced here, so callers must validate untrusted input first (or wrap
the call in try/catch).



    


    
      
        encode_method/1

      


        Encode an HTTP method to its wire binary form (get -> <<"GET">>).



    


    
      
        encode_scheme/1

      


        Encode a URI / wire scheme to its binary form.



    


    
      
        is_idempotent/1

      


        True iff Method is idempotent: the safe methods, put and delete (RFC 9110
Section 9.2.2). A method that this library does not know is not idempotent,
because RFC 9110 Section 9.2.2 forbids an automatic retry without that
knowledge.



    


    
      
        is_safe/1

      


        True iff Method is safe: get, head, options, trace (RFC 9110 Section
9.2.1) and query (RFC 10008 Section 2). A method that this library does not
know is not safe.



    


    
      
        request_to_pseudo_headers/1

      


        Build the pseudo-header prefix plus regular headers for an HTTP/2 or
HTTP/3 request, ready to feed into nhttp_h2:send_headers/4 or
nhttp_h3:send_headers/4.
Pseudo-header order is :method, :scheme, :authority, :path,
the conventional order; HTTP/2 (RFC 9113 §8.3) and HTTP/3 (RFC 9114
§4.3) require only that pseudo-headers precede regular fields.
The Host header is filtered out of the regular set because its value
already lives in :authority (which is required on request/0).
Other headers are passed through in their original order.
Extended CONNECT (RFC 8441 / 9220) is supported by leaving any
caller-supplied {<<\":protocol\">>, _} entry in the request's
headers list. The helper does not touch entries other than Host.



    





      


      
        Types


        


  
    
      
    
    
      action()



        
          
        

    

  


  

      

          -type action() ::
          {send, stream_id() | connection, iodata()} |
          {send_fin, stream_id(), iodata()} |
          {close, error_code(), binary()}.


      



  



  
    
      
    
    
      authority()



        
          
        

    

  


  

      

          -type authority() :: binary().


      



  



  
    
      
    
    
      close_code()



        
          
        

    

  


  

      

          -type close_code() :: nhttp_ws:close_code().


      



  



  
    
      
    
    
      error()



        
          
        

    

  


  

      

          -type error() ::
          {connection_error, error_code(), binary()} |
          {stream_error, stream_id(), error_code(), binary()} |
          {protocol_violation, atom(), binary()}.


      



  



  
    
      
    
    
      error_code()



        
          
        

    

  


  

      

          -type error_code() :: atom() | non_neg_integer().


      



  



  
    
      
    
    
      event()



        
          
        

    

  


  

      

          -type event() :: event_h2() | event_h3().


      



  



  
    
      
    
    
      event_common()



        
          
        

    

  


  

      

          -type event_common() ::
          {request, stream_id(), request(), fin()} |
          {response, stream_id(), response(), fin()} |
          {data, stream_id(), binary(), fin()} |
          {trailers, stream_id(), headers()} |
          {stream_reset, stream_id(), error_code()} |
          {goaway, stream_id(), error_code(), binary()}.


      



  



  
    
      
    
    
      event_h2()



        
          
        

    

  


  

      

          -type event_h2() :: nhttp_h2:event().


      



  



  
    
      
    
    
      event_h3()



        
          
        

    

  


  

      

          -type event_h3() :: nhttp_h3:event().


      



  



  
    
      
    
    
      fin()



        
          
        

    

  


  

      

          -type fin() :: fin | nofin.


      



  



  
    
      
    
    
      header_name()



        
          
        

    

  


  

      

          -type header_name() :: binary().


      



  



  
    
      
    
    
      header_value()



        
          
        

    

  


  

      

          -type header_value() :: binary().


      



  



  
    
      
    
    
      headers()



        
          
        

    

  


  

      

          -type headers() :: [{header_name(), header_value()}].


      



  



  
    
      
    
    
      method()



        
          
        

    

  


  

      

          -type method() ::
          get | head | post | put | delete | connect | options | trace | patch | query | binary().


      



  



  
    
      
    
    
      peer()



        
          
        

    

  


  

      

          -type peer() :: {inet:ip_address(), inet:port_number()}.


      



  



  
    
      
    
    
      request()



        
          
        

    

  


  

      

          -type request() ::
          #{method := method(),
            path := binary(),
            scheme := scheme(),
            authority := authority(),
            headers := headers(),
            peer => peer(),
            version => version(),
            body => iodata() | streaming,
            trailers => headers(),
            connect_protocol => binary()}.


      



  



  
    
      
    
    
      response()



        
          
        

    

  


  

      

          -type response() ::
          #{status := status(),
            version => version(),
            reason => binary(),
            headers := headers(),
            body => iodata(),
            trailers => headers()}.


      



  



  
    
      
    
    
      role()



        
          
        

    

  


  

      

          -type role() :: client | server.


      



  



  
    
      
    
    
      scheme()



        
          
        

    

  


  

      

          -type scheme() :: http | https | ws | wss.


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          -type status() :: 100..599.


      



  



  
    
      
    
    
      stream_id()



        
          
        

    

  


  

      

          -type stream_id() :: non_neg_integer().


      



  



  
    
      
    
    
      version()



        
          
        

    

  


  

      

          -type version() :: http1_0 | http1_1 | http2 | http3.


      



  



  
    
      
    
    
      ws_close_opts()



        
          
        

    

  


  

      

          -type ws_close_opts() :: nhttp_ws:ws_close_opts().


      



  



  
    
      
    
    
      ws_frame()



        
          
        

    

  


  

      

          -type ws_frame() :: nhttp_ws:ws_frame().


      



  



  
    
      
    
    
      ws_message()



        
          
        

    

  


  

      

          -type ws_message() :: nhttp_ws:ws_message().


      



  



  
    
      
    
    
      ws_runtime_opts()



        
          
        

    

  


  

      

          -type ws_runtime_opts() :: nhttp_ws:ws_runtime_opts().


      



  



  
    
      
    
    
      ws_send_opts()



        
          
        

    

  


  

      

          -type ws_send_opts() :: nhttp_ws:ws_send_opts().


      



  



  
    
      
    
    
      ws_session_opts()



        
          
        

    

  


  

      

          -type ws_session_opts() :: nhttp_ws:ws_session_opts().


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_method/1



        
          
        

    

  


  

      

          -spec decode_method(binary()) -> method().


      


Decode an HTTP method from its wire binary form. Known methods become
the corresponding atom (get, post, ...); unknown methods stay as
the input binary.

  



  
    
      
    
    
      decode_scheme/1



        
          
        

    

  


  

      

          -spec decode_scheme(binary()) -> scheme().


      


Decode a scheme from its binary form. Strict: crashes with
function_clause on unknown values. The closed scheme/0 union is
enforced here, so callers must validate untrusted input first (or wrap
the call in try/catch).

  



  
    
      
    
    
      encode_method/1



        
          
        

    

  


  

      

          -spec encode_method(method()) -> binary().


      


Encode an HTTP method to its wire binary form (get -> <<"GET">>).

  



  
    
      
    
    
      encode_scheme/1



        
          
        

    

  


  

      

          -spec encode_scheme(scheme()) -> binary().


      


Encode a URI / wire scheme to its binary form.

  



  
    
      
    
    
      is_idempotent/1



        
          
        

    

  


  

      

          -spec is_idempotent(method()) -> boolean().


      


True iff Method is idempotent: the safe methods, put and delete (RFC 9110
Section 9.2.2). A method that this library does not know is not idempotent,
because RFC 9110 Section 9.2.2 forbids an automatic retry without that
knowledge.

  



  
    
      
    
    
      is_safe/1



        
          
        

    

  


  

      

          -spec is_safe(method()) -> boolean().


      


True iff Method is safe: get, head, options, trace (RFC 9110 Section
9.2.1) and query (RFC 10008 Section 2). A method that this library does not
know is not safe.

  



  
    
      
    
    
      request_to_pseudo_headers/1



        
          
        

    

  


  

      

          -spec request_to_pseudo_headers(request()) -> headers().


      


Build the pseudo-header prefix plus regular headers for an HTTP/2 or
HTTP/3 request, ready to feed into nhttp_h2:send_headers/4 or
nhttp_h3:send_headers/4.
Pseudo-header order is :method, :scheme, :authority, :path,
the conventional order; HTTP/2 (RFC 9113 §8.3) and HTTP/3 (RFC 9114
§4.3) require only that pseudo-headers precede regular fields.
The Host header is filtered out of the regular set because its value
already lives in :authority (which is required on request/0).
Other headers are passed through in their original order.
Extended CONNECT (RFC 8441 / 9220) is supported by leaving any
caller-supplied {<<\":protocol\">>, _} entry in the request's
headers list. The helper does not touch entries other than Host.

  


        

      


  

    
nhttp_media_type 
    



      
Media type parser (RFC 9110 Section 8.3.1) and the Content-Type lookup.
parse/1 reads media-type = type "/" subtype parameters, with the
parameters of RFC 9110 Section 5.6.6. A parameter value is a token or a
quoted-string (RFC 9110 Section 5.6.4), and the parser removes the
backslash of each quoted-pair. An empty parameter, as in
text/plain;;charset=x, is valid grammar and adds nothing to the result.
The type, the subtype and the parameter names are case-insensitive (RFC
9110 Section 8.3.1), so the result holds them in lowercase. Parameter
values keep their case. A repeated parameter name keeps every value, in
the order of the field.
The parser follows the grammar exactly. It accepts no whitespace around
/ or =, and no whitespace at the start or the end of the value other
than the OWS around a ;.

      


      
        Summary


  
    Types
  


    
      
        content_type_error()

      


    


    
      
        media_type()

      


    





  
    Functions
  


    
      
        content_type(Headers)

      


        Parse the content-type field of Headers.



    


    
      
        parse(Bin)

      


        Parse a media type into its normal form.



    





      


      
        Types


        


  
    
      
    
    
      content_type_error()



        
          
        

    

  


  

      

          -type content_type_error() :: missing_content_type | invalid_content_type.


      



  



  
    
      
    
    
      media_type()



        
          
        

    

  


  

      

          -type media_type() :: #{type := binary(), subtype := binary(), params := [{binary(), binary()}]}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      content_type(Headers)



        
          
        

    

  


  

      

          -spec content_type(nhttp_lib:headers()) -> {ok, media_type()} | {error, content_type_error()}.


      


Parse the content-type field of Headers.
The lookup is exact on the lowercase name, the form that every codec of
this library gives. Content-Type is a singleton field (RFC 9110 Section
8.3), so two or more field lines are invalid_content_type, whatever
their values. RFC 10008 Section 2 makes a server fail a QUERY request
for which this function returns an error.

  



  
    
      
    
    
      parse(Bin)



        
          
        

    

  


  

      

          -spec parse(binary()) -> {ok, media_type()} | {error, invalid_media_type}.


      


Parse a media type into its normal form.

  


        

      


  

    
nhttp_sock 
    



      
Socket abstraction layer for nhttp.
Provides a unified interface for TCP and SSL sockets. All socket operations
are tagged with transport type for pattern matching.
Socket Types
Sockets are represented as {tcp, gen_tcp:socket()} or {ssl, ssl:socket()}.
This allows unified handling while preserving transport information.
ALPN Negotiation
For TLS connections, use negotiated_protocol/1 to determine which
application protocol was negotiated (e.g., <<"h2">> or <<"http/1.1">>).

      


      
        Summary


  
    Types
  


    
      
        connect_opts()

      


    


    
      
        listen_opts()

      


    


    
      
        socket_error()

      


    


    
      
        t()

      


    


    
      
        transport()

      


    





  
    Functions
  


    
      
        accept/2

      


        Accept a connection on a listening socket. A TCP listener returns
{tcp, _} (ready for I/O); an SSL listener returns {ssl_pending, _}
which requires handshake/3 before any I/O. The outer tag always reflects
the actual transport state, so dispatch on it is safe everywhere.



    


    
      
        build_client_ssl_opts(Opts)

      


        Build SSL options for client connections.



    


    
      
        build_ssl_opts(Opts)

      


        Build SSL options from opts map. Accepts any map containing SSL-related keys.



    


    
      
        close/1

      


        Close a socket. Pre-handshake and listen sockets close at the TCP layer.



    


    
      
        connect(Host, Port, Opts)

      


        Connect to a remote host. Returns a connected socket or an error.



    


    
      
        connect(Host, Port, Opts, Timeout)

      


        Connect to a remote host with explicit timeout.



    


    
      
        controlling_process/2

      


        Transfer socket ownership to another process.



    


    
      
        handshake/3

      


        Complete the TLS handshake on a freshly accepted socket. The {ssl_pending, _}
tag from accept/2 is upgraded to {ssl, _} on success. Calling handshake/3
on a pure-TCP {tcp, _} or an already-upgraded {ssl, _} socket is a no-op.



    


    
      
        listen(Opts)

      


        Create a listening socket with the given options.



    


    
      
        negotiated_protocol/1

      


        Get the negotiated ALPN protocol. Returns {error, no_alpn} for non-TLS or pre-handshake sockets.



    


    
      
        peername/1

      


        Get the remote address and port.



    


    
      
        recv/3

      


        Receive data from a socket.
{ssl_pending, _} is accepted: pre-handshake reads operate on the
underlying TCP socket. This is intended for byte-accurate pre-TLS
protocols (e.g. the PROXY protocol) where reading past the prefix
into the TLS ClientHello would break the handshake.



    


    
      
        send/2

      


        Send data on a socket. Not valid on {ssl_pending, _}. Call handshake/3 first.



    


    
      
        setopts/2

      


        Set socket options.



    


    
      
        sockname/1

      


        Get the local address and port.



    


    
      
        transport/1

      


        Get the transport type of a socket. ssl_pending reports as ssl.



    





      


      
        Types


        


  
    
      
    
    
      connect_opts()



        
          
        

    

  


  

      

          -type connect_opts() ::
          #{transport => transport(),
            nodelay => boolean(),
            send_timeout => timeout(),
            buffer => pos_integer(),
            certfile => file:filename(),
            keyfile => file:filename(),
            certs_keys => [map()],
            cacertfile => file:filename(),
            cacerts => [public_key:der_encoded()],
            alpn_advertised_protocols => [binary()],
            verify => verify_none | verify_peer,
            server_name_indication => inet:hostname() | disable,
            tls_versions => ['tlsv1.2' | 'tlsv1.3'],
            supported_groups => [ssl:group()],
            wildcard_hostname => boolean()}.


      



  



  
    
      
    
    
      listen_opts()



        
          
        

    

  


  

      

          -type listen_opts() ::
          #{port := inet:port_number(),
            transport => transport(),
            backlog => pos_integer(),
            nodelay => boolean(),
            send_timeout => timeout(),
            buffer => pos_integer(),
            certfile => file:filename(),
            keyfile => file:filename(),
            cacertfile => file:filename(),
            alpn_preferred_protocols => [binary()],
            verify => verify_none | verify_peer,
            tls_versions => ['tlsv1.2' | 'tlsv1.3']}.


      



  



  
    
      
    
    
      socket_error()



        
          
        

    

  


  

      

          -type socket_error() :: closed | timeout | inet:posix() | {tls_error, ssl:error_alert() | ssl:reason()}.


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          -type t() ::
          {tcp, gen_tcp:socket()} |
          {ssl, ssl:sslsocket()} |
          {ssl_listen, gen_tcp:socket()} |
          {ssl_pending, gen_tcp:socket()}.


      



  



  
    
      
    
    
      transport()



        
          
        

    

  


  

      

          -type transport() :: tcp | ssl.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      accept/2



        
          
        

    

  


  

      

          -spec accept(t(), timeout()) -> {ok, t()} | {error, socket_error()}.


      


Accept a connection on a listening socket. A TCP listener returns
{tcp, _} (ready for I/O); an SSL listener returns {ssl_pending, _}
which requires handshake/3 before any I/O. The outer tag always reflects
the actual transport state, so dispatch on it is safe everywhere.

  



  
    
      
    
    
      build_client_ssl_opts(Opts)



        
          
        

    

  


  

      

          -spec build_client_ssl_opts(connect_opts()) -> [ssl:tls_client_option()].


      


Build SSL options for client connections.

  



  
    
      
    
    
      build_ssl_opts(Opts)



        
          
        

    

  


  

      

          -spec build_ssl_opts(map()) -> [ssl:tls_server_option()].


      


Build SSL options from opts map. Accepts any map containing SSL-related keys.

  



  
    
      
    
    
      close/1



        
          
        

    

  


  

      

          -spec close(t()) -> ok.


      


Close a socket. Pre-handshake and listen sockets close at the TCP layer.

  



  
    
      
    
    
      connect(Host, Port, Opts)



        
          
        

    

  


  

      

          -spec connect(Host, inet:port_number(), connect_opts()) -> {ok, t()} | {error, socket_error()}
                 when Host :: binary() | string() | inet:ip_address().


      


Connect to a remote host. Returns a connected socket or an error.

  



  
    
      
    
    
      connect(Host, Port, Opts, Timeout)



        
          
        

    

  


  

      

          -spec connect(Host, inet:port_number(), connect_opts(), timeout()) ->
                 {ok, t()} | {error, socket_error()}
                 when Host :: binary() | string() | inet:ip_address().


      


Connect to a remote host with explicit timeout.

  



  
    
      
    
    
      controlling_process/2



        
          
        

    

  


  

      

          -spec controlling_process(t(), pid()) -> ok | {error, socket_error()}.


      


Transfer socket ownership to another process.

  



  
    
      
    
    
      handshake/3



        
          
        

    

  


  

      

          -spec handshake(t(), timeout(), SslOpts) -> {ok, t()} | {error, socket_error()}
                   when SslOpts :: [ssl:tls_server_option()].


      


Complete the TLS handshake on a freshly accepted socket. The {ssl_pending, _}
tag from accept/2 is upgraded to {ssl, _} on success. Calling handshake/3
on a pure-TCP {tcp, _} or an already-upgraded {ssl, _} socket is a no-op.

  



  
    
      
    
    
      listen(Opts)



        
          
        

    

  


  

      

          -spec listen(listen_opts()) -> {ok, t()} | {error, socket_error()}.


      


Create a listening socket with the given options.

  



  
    
      
    
    
      negotiated_protocol/1



        
          
        

    

  


  

      

          -spec negotiated_protocol(t()) -> {ok, binary()} | {error, no_alpn}.


      


Get the negotiated ALPN protocol. Returns {error, no_alpn} for non-TLS or pre-handshake sockets.

  



  
    
      
    
    
      peername/1



        
          
        

    

  


  

      

          -spec peername(t()) -> {ok, {inet:ip_address(), inet:port_number()}} | {error, socket_error()}.


      


Get the remote address and port.

  



  
    
      
    
    
      recv/3



        
          
        

    

  


  

      

          -spec recv(t(), non_neg_integer(), timeout()) -> {ok, binary()} | {error, socket_error()}.


      


Receive data from a socket.
{ssl_pending, _} is accepted: pre-handshake reads operate on the
underlying TCP socket. This is intended for byte-accurate pre-TLS
protocols (e.g. the PROXY protocol) where reading past the prefix
into the TLS ClientHello would break the handshake.

  



  
    
      
    
    
      send/2



        
          
        

    

  


  

      

          -spec send(t(), iodata()) -> ok | {error, socket_error()}.


      


Send data on a socket. Not valid on {ssl_pending, _}. Call handshake/3 first.

  



  
    
      
    
    
      setopts/2



        
          
        

    

  


  

      

          -spec setopts(t(), [gen_tcp:option() | ssl:tls_option()]) -> ok | {error, socket_error()}.


      


Set socket options.

  



  
    
      
    
    
      sockname/1



        
          
        

    

  


  

      

          -spec sockname(t()) -> {ok, {inet:ip_address(), inet:port_number()}} | {error, socket_error()}.


      


Get the local address and port.

  



  
    
      
    
    
      transport/1



        
          
        

    

  


  

      

          -spec transport(t()) -> transport().


      


Get the transport type of a socket. ssl_pending reports as ssl.

  


        

      


  

    
nhttp_ws 
    



      
WebSocket message-level codec, handshake, and session API (RFC 6455).
Sits on top of nhttp_ws_frame (per-frame codec) and adds:
	The handshake half: server validation and client/server response
builders, Sec-WebSocket-Accept derivation.
	A framing-aware buffer (ws_decoder/0) that reassembles continuation
frames into messages and surfaces interleaved control frames inline.
	A process-coupled session API used by the H1 / H2 / H3 connection
processes after upgrade.

The pure per-frame primitives (encode/1,2, decode/1, decode_unmasked/1,
encode_masked/1) are exported here as thin shims over nhttp_ws_frame
for backwards compatibility.
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        close_code()

      


    


    
      
        close_error()

      


    


    
      
        decode_error()

      


    


    
      
        decode_result()

      


    


    
      
        feed_result()

      


    


    
      
        send_error()

      


    


    
      
        session()

      


    


    
      
        stateful_decode_result()

      


    


    
      
        ws_close_opts()

      


    


    
      
        ws_decoder()

      


    


    
      
        ws_frame()

      


    


    
      
        ws_message()

      


    


    
      
        ws_opcode()

      


    


    
      
        ws_runtime_opts()

      


    


    
      
        ws_send_opts()

      


    


    
      
        ws_session_opts()

      


    





  
    Functions
  


    
      
        accept_key(Key)

      


        Generate the Sec-WebSocket-Accept header value.



    


    
      
        broadcast/2

      


        Send a message to every WebSocket session multiplexed on the connection
that owns Session (or directly to the connection pid). Equivalent to
Pid ! Msg. Handlers receive it via handle_ws_info/3 with broadcast
semantics.



    


    
      
        close(Session)

      


        Initiate the §5.5.1 close handshake with status 1000 and no reason.



    


    
      
        close(Session, Code, Reason)

      


        Initiate the §5.5.1 close handshake with explicit code and reason.



    


    
      
        close/4

      


        Initiate the §5.5.1 close handshake. The code and reason pass
nhttp_ws_frame:validate_close/2 before the connection process hears of
them. The connection writes the CLOSE frame after the frames it already
holds for the session, and no frame follows it. Opts takes no keys.



    


    
      
        decode(Data)

      


        Decode a masked WebSocket frame (client-to-server).
Returns {ok, Message, Rest} on success, {more, MinBytes} if more data needed.



    


    
      
        decode_unmasked(Data)

      


        Decode an unmasked WebSocket frame (server-to-client).
RFC 6455 Section 5.1: a server MUST NOT mask frames sent to clients.



    


    
      
        decode_with_state/2

          deprecated

      


        Decode one frame, reassembling fragments (RFC 6455 §5.4). Control frames
between fragments are returned at once.



    


    
      
        decoder_new(Role)

      


        Create a new stateful decoder for the given role, with the default
max_message_size of 16 MiB. Equivalent to decoder_new(Role, #{}).



    


    
      
        decoder_new(Role, Opts)

      


        Create a new stateful decoder honouring max_message_size from the runtime
opts. The option defaults to 16 MiB and bounds two different things.
The cumulative payload of a fragmented message, and the payload of a single
non-control frame, are measured after the bytes arrive. feed/2 measures the
cumulative payload at the header of each continuation frame. Exceeding the
option returns {error, message_too_large}.
The payload length that a frame header declares is refused before any payload
is buffered (RFC 6455 §10.4). Exceeding the option returns
{error, {frame_too_large, DeclaredLength}}, and the caller closes with
status 1009 (§7.4.1). This bound never drops below 125 bytes, the largest
control frame that §5.5 permits.
Pass max_message_size => infinity to remove both bounds.



    


    
      
        encode(Message)

      


        Encode a WebSocket message as an unmasked frame (server-to-client).



    


    
      
        encode(Message, Opts)

      


        Encode a WebSocket message with options. The only option is
mask => boolean(); defaults to false.



    


    
      
        encode_binary(Data)

      


        Encode a binary message (server, unmasked).



    


    
      
        encode_close()

      


        Encode a close frame with no status code (server, unmasked).



    


    
      
        encode_close(Code, Reason)

      


        Encode a close frame with status code and reason (server, unmasked).



    


    
      
        encode_masked(Message)

      


        Encode a masked WebSocket message (client, RFC 6455 Section 5.1).



    


    
      
        encode_masked_binary(Data)

      


        Encode a masked binary message (client).



    


    
      
        encode_masked_close()

      


        Encode a masked close frame with no status code (client).



    


    
      
        encode_masked_close(Code, Reason)

      


        Encode a masked close frame with status code and reason (client).



    


    
      
        encode_masked_ping()

      


        Encode a masked ping frame with empty payload (client).



    


    
      
        encode_masked_ping(Data)

      


        Encode a masked ping frame with payload (client).



    


    
      
        encode_masked_pong(Data)

      


        Encode a masked pong frame (client).



    


    
      
        encode_masked_text(Data)

      


        Encode a masked text message (client).



    


    
      
        encode_ping()

      


        Encode a ping frame with empty payload (server, unmasked).



    


    
      
        encode_ping(Data)

      


        Encode a ping frame with payload (server, unmasked).



    


    
      
        encode_pong(Data)

      


        Encode a pong frame, must echo ping payload (server, unmasked).



    


    
      
        encode_text(Data)

      


        Encode a text message (server, unmasked).



    


    
      
        feed(Data, Dec)

      


        Decode the bytes of one read and return the messages they complete, in wire
order. The decoder keeps any unfinished frame, so the caller keeps no buffer.
An empty list means more bytes are needed.



    


    
      
        frame_pending/1

      


        Return true while the decoder holds the bytes of a frame that is not
complete. A fragmented message between two complete frames is not pending.



    


    
      
        generate_key()

      


        Generate a random Sec-WebSocket-Key (RFC 6455 Section 4.1).



    


    
      
        handshake_response(Key)

      


        Generate the complete handshake response.



    


    
      
        handshake_response(Key, SessionOpts)

      


    


    
      
        info/2

      


        Deliver an arbitrary Erlang term to a specific session's handle_ws_info/3
callback. Use this instead of a bare Pid ! Msg when the connection
multiplexes more than one session and you want to address one in particular.



    


    
      
        is_alive/1

      


        Liveness check for the connection process owning the session.



    


    
      
        new_session(Transport, ConnPid, StreamId)

      


        Build a fresh session handle owned by the calling process. Used by the
nhttp connection processes (H1/H2/H3) at upgrade time. The constructor is
the only sanctioned way to mint a session. The record itself is opaque
to callers outside nhttp_lib.



    


    
      
        new_session(Transport, ConnPid, StreamId, Ref)

      


        Same as new_session/3 but lets the caller supply an existing reference
(useful when the conn process needs to keep the same ref across two
different per-stream records, e.g. during in-place migrations).



    


    
      
        owner/1

      


        Return the connection process pid for the session.



    


    
      
        ping(Session)

      


        Send an empty WebSocket PING (§5.5.2) on the session.



    


    
      
        ping(Session, Payload)

      


        Send a WebSocket PING with a payload of at most 125 bytes (§5.5).



    


    
      
        send(Session, Msg)

      


        Send a message and wait for the write. The connection process writes it
within the timeout of Opts (default 5000 ms) and replies. A CLOSE is
refused with close_not_allowed: close/1,3,4 is the close path. A PING
or PONG payload over 125 bytes is refused with control_frame_too_large.
Returns {error, gone} once the session is closed.



    


    
      
        send/3

      


    


    
      
        send_async/2

      


        Same as send/2 with the default timeout: the connection process writes
the message and replies. There is no outbox.



    


    
      
        send_binary(Session, Data)

      


        Send a binary message.



    


    
      
        send_text(Session, Data)

      


        Send a UTF-8 text message (caller is responsible for valid UTF-8).



    


    
      
        session_ref/1

      


        Return the unique reference stamped on the session at creation. The conn
process compares it against the ref it remembers per active stream and
rejects sends whose ref no longer matches (stale handle after the stream
ended but before the conn pid died).



    


    
      
        stream_id/1

      


        Return the transport-level stream id, or undefined for HTTP/1.1.



    


    
      
        transport/1

      


        Return the transport carrying the session.



    


    
      
        validate_accept(ClientKey, ServerAccept)

      


        Validate the server's Sec-WebSocket-Accept value against the client key.



    


    
      
        validate_upgrade/1

      


        Validate WebSocket upgrade request headers.
Returns {ok, Key} if valid, {error, Reason} otherwise.



    





      


      
        Types


        


  
    
      
    
    
      close_code()



        
          
        

    

  


  

      

          -type close_code() :: nhttp_ws_frame:close_code().


      



  



  
    
      
    
    
      close_error()



        
          
        

    

  


  

      

          -type close_error() :: nhttp_ws_frame:close_error().


      



  



  
    
      
    
    
      decode_error()



        
          
        

    

  


  

      

          -type decode_error() ::
          nhttp_ws_frame:header_error() |
          control_frame_too_large | fragmented_control_frame | expected_continuation |
          message_too_large | invalid_utf8 | invalid_close_payload | invalid_close_code |
          invalid_close_reason |
          {unknown_opcode, 0..15}.


      



  



  
    
      
    
    
      decode_result()



        
          
        

    

  


  

      

          -type decode_result() :: nhttp_ws_frame:decode_result().


      



  



  
    
      
    
    
      feed_result()



        
          
        

    

  


  

      

          -type feed_result() :: {ok, [ws_message()], ws_decoder()} | {error, decode_error(), [ws_message()]}.


      



  



  
    
      
    
    
      send_error()



        
          
        

    

  


  

      

          -type send_error() :: gone | timeout | close_not_allowed | control_frame_too_large.


      



  



  
    
      
    
    
      session()



        
          
        

    

  


  

      

          -opaque session()


      



  



  
    
      
    
    
      stateful_decode_result()



        
          
        

    

  


  

      

          -type stateful_decode_result() ::
          {ok, ws_message(), Rest :: binary(), ws_decoder()} |
          {continue, Rest :: binary(), ws_decoder()} |
          {more, MinBytes :: pos_integer(), ws_decoder()} |
          {error, term()}.


      



  



  
    
      
    
    
      ws_close_opts()



        
          
        

    

  


  

      

          -type ws_close_opts() :: #{}.


      



  



  
    
      
    
    
      ws_decoder()



        
          
        

    

  


  

      

          -opaque ws_decoder()


      



  



  
    
      
    
    
      ws_frame()



        
          
        

    

  


  

      

          -type ws_frame() :: {text, binary()} | {binary, binary()} | {ping, binary()} | {pong, binary()}.


      



  



  
    
      
    
    
      ws_message()



        
          
        

    

  


  

      

          -type ws_message() :: nhttp_ws_frame:ws_message().


      



  



  
    
      
    
    
      ws_opcode()



        
          
        

    

  


  

      

          -type ws_opcode() :: nhttp_ws_frame:ws_opcode().


      



  



  
    
      
    
    
      ws_runtime_opts()



        
          
        

    

  


  

      

          -type ws_runtime_opts() ::
          #{deliver_ping => boolean(),
            deliver_pong => boolean(),
            max_message_size => pos_integer() | infinity,
            outbound_high_water => pos_integer(),
            outbound_low_water => pos_integer(),
            idle_timeout => timeout()}.


      



  



  
    
      
    
    
      ws_send_opts()



        
          
        

    

  


  

      

          -type ws_send_opts() :: #{timeout => timeout(), priority => low | normal}.


      



  



  
    
      
    
    
      ws_session_opts()



        
          
        

    

  


  

      

          -type ws_session_opts() :: #{subprotocol => binary() | undefined, extensions => [binary()]}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      accept_key(Key)



        
          
        

    

  


  

      

          -spec accept_key(Key :: binary()) -> binary().


      


Generate the Sec-WebSocket-Accept header value.

  



  
    
      
    
    
      broadcast/2



        
          
        

    

  


  

      

          -spec broadcast(session() | pid(), term()) -> ok.


      


Send a message to every WebSocket session multiplexed on the connection
that owns Session (or directly to the connection pid). Equivalent to
Pid ! Msg. Handlers receive it via handle_ws_info/3 with broadcast
semantics.

  



  
    
      
    
    
      close(Session)



        
          
        

    

  


  

      

          -spec close(session()) -> ok.


      


Initiate the §5.5.1 close handshake with status 1000 and no reason.

  



  
    
      
    
    
      close(Session, Code, Reason)



        
          
        

    

  


  

      

          -spec close(session(), close_code(), binary()) -> ok | {error, close_error()}.


      


Initiate the §5.5.1 close handshake with explicit code and reason.

  



  
    
      
    
    
      close/4



        
          
        

    

  


  

      

          -spec close(session(), close_code(), binary(), ws_close_opts()) -> ok | {error, close_error()}.


      


Initiate the §5.5.1 close handshake. The code and reason pass
nhttp_ws_frame:validate_close/2 before the connection process hears of
them. The connection writes the CLOSE frame after the frames it already
holds for the session, and no frame follows it. Opts takes no keys.

  



  
    
      
    
    
      decode(Data)



        
          
        

    

  


  

      

          -spec decode(binary()) -> decode_result().


      


Decode a masked WebSocket frame (client-to-server).
Returns {ok, Message, Rest} on success, {more, MinBytes} if more data needed.

  



  
    
      
    
    
      decode_unmasked(Data)



        
          
        

    

  


  

      

          -spec decode_unmasked(binary()) -> decode_result().


      


Decode an unmasked WebSocket frame (server-to-client).
RFC 6455 Section 5.1: a server MUST NOT mask frames sent to clients.

  



  
    
      
    
    
      decode_with_state/2



        
          
        

    

  


    
      This function is deprecated. Use feed/2 instead.
    


  

      

          -spec decode_with_state(binary(), ws_decoder()) -> stateful_decode_result().


      


Decode one frame, reassembling fragments (RFC 6455 §5.4). Control frames
between fragments are returned at once.
	{ok, Message, Rest, Decoder}: message complete. Keep Rest.
	{continue, Rest, Decoder}: fragment buffered. Keep Rest.
	{more, MinBytes, Decoder}: keep the input and the decoder, and wait.

Text is scanned as UTF-8 as it arrives (§8.1). Each call parses the buffer
from its first byte, so a frame split over many reads costs quadratic time.
Prefer feed/2.

  



  
    
      
    
    
      decoder_new(Role)



        
          
        

    

  


  

      

          -spec decoder_new(client | server) -> ws_decoder().


      


Create a new stateful decoder for the given role, with the default
max_message_size of 16 MiB. Equivalent to decoder_new(Role, #{}).

  



  
    
      
    
    
      decoder_new(Role, Opts)



        
          
        

    

  


  

      

          -spec decoder_new(client | server, ws_runtime_opts()) -> ws_decoder().


      


Create a new stateful decoder honouring max_message_size from the runtime
opts. The option defaults to 16 MiB and bounds two different things.
The cumulative payload of a fragmented message, and the payload of a single
non-control frame, are measured after the bytes arrive. feed/2 measures the
cumulative payload at the header of each continuation frame. Exceeding the
option returns {error, message_too_large}.
The payload length that a frame header declares is refused before any payload
is buffered (RFC 6455 §10.4). Exceeding the option returns
{error, {frame_too_large, DeclaredLength}}, and the caller closes with
status 1009 (§7.4.1). This bound never drops below 125 bytes, the largest
control frame that §5.5 permits.
Pass max_message_size => infinity to remove both bounds.

  



  
    
      
    
    
      encode(Message)



        
          
        

    

  


  

      

          -spec encode(ws_message()) -> iodata().


      


Encode a WebSocket message as an unmasked frame (server-to-client).

  



  
    
      
    
    
      encode(Message, Opts)



        
          
        

    

  


  

      

          -spec encode(ws_message(), nhttp_ws_frame:encode_opts()) -> iodata().


      


Encode a WebSocket message with options. The only option is
mask => boolean(); defaults to false.

  



  
    
      
    
    
      encode_binary(Data)



        
          
        

    

  


  

      

          -spec encode_binary(iodata()) -> iodata().


      


Encode a binary message (server, unmasked).

  



  
    
      
    
    
      encode_close()



        
          
        

    

  


  

      

          -spec encode_close() -> iodata().


      


Encode a close frame with no status code (server, unmasked).

  



  
    
      
    
    
      encode_close(Code, Reason)



        
          
        

    

  


  

      

          -spec encode_close(Code :: close_code(), Reason :: binary()) -> iodata().


      


Encode a close frame with status code and reason (server, unmasked).

  



  
    
      
    
    
      encode_masked(Message)



        
          
        

    

  


  

      

          -spec encode_masked(ws_message()) -> iodata().


      


Encode a masked WebSocket message (client, RFC 6455 Section 5.1).

  



  
    
      
    
    
      encode_masked_binary(Data)



        
          
        

    

  


  

      

          -spec encode_masked_binary(iodata()) -> iodata().


      


Encode a masked binary message (client).

  



  
    
      
    
    
      encode_masked_close()



        
          
        

    

  


  

      

          -spec encode_masked_close() -> iodata().


      


Encode a masked close frame with no status code (client).

  



  
    
      
    
    
      encode_masked_close(Code, Reason)



        
          
        

    

  


  

      

          -spec encode_masked_close(Code :: close_code(), Reason :: binary()) -> iodata().


      


Encode a masked close frame with status code and reason (client).

  



  
    
      
    
    
      encode_masked_ping()



        
          
        

    

  


  

      

          -spec encode_masked_ping() -> iodata().


      


Encode a masked ping frame with empty payload (client).

  



  
    
      
    
    
      encode_masked_ping(Data)



        
          
        

    

  


  

      

          -spec encode_masked_ping(binary()) -> iodata().


      


Encode a masked ping frame with payload (client).

  



  
    
      
    
    
      encode_masked_pong(Data)



        
          
        

    

  


  

      

          -spec encode_masked_pong(binary()) -> iodata().


      


Encode a masked pong frame (client).

  



  
    
      
    
    
      encode_masked_text(Data)



        
          
        

    

  


  

      

          -spec encode_masked_text(iodata()) -> iodata().


      


Encode a masked text message (client).

  



  
    
      
    
    
      encode_ping()



        
          
        

    

  


  

      

          -spec encode_ping() -> iodata().


      


Encode a ping frame with empty payload (server, unmasked).

  



  
    
      
    
    
      encode_ping(Data)



        
          
        

    

  


  

      

          -spec encode_ping(binary()) -> iodata().


      


Encode a ping frame with payload (server, unmasked).

  



  
    
      
    
    
      encode_pong(Data)



        
          
        

    

  


  

      

          -spec encode_pong(binary()) -> iodata().


      


Encode a pong frame, must echo ping payload (server, unmasked).

  



  
    
      
    
    
      encode_text(Data)



        
          
        

    

  


  

      

          -spec encode_text(iodata()) -> iodata().


      


Encode a text message (server, unmasked).

  



  
    
      
    
    
      feed(Data, Dec)



        
          
        

    

  


  

      

          -spec feed(binary(), ws_decoder()) -> feed_result().


      


Decode the bytes of one read and return the messages they complete, in wire
order. The decoder keeps any unfinished frame, so the caller keeps no buffer.
An empty list means more bytes are needed.
Each byte is unmasked and UTF-8 scanned once, on arrival. The limits of
decoder_new/2 apply. On error, Messages holds the messages completed
before the violation. Do not mix with decode_with_state/2 on one decoder.

  



  
    
      
    
    
      frame_pending/1



        
          
        

    

  


  

      

          -spec frame_pending(ws_decoder()) -> boolean().


      


Return true while the decoder holds the bytes of a frame that is not
complete. A fragmented message between two complete frames is not pending.

  



  
    
      
    
    
      generate_key()



        
          
        

    

  


  

      

          -spec generate_key() -> binary().


      


Generate a random Sec-WebSocket-Key (RFC 6455 Section 4.1).

  



  
    
      
    
    
      handshake_response(Key)



        
          
        

    

  


  

      

          -spec handshake_response(Key :: binary()) -> iodata().


      


Generate the complete handshake response.

  



  
    
      
    
    
      handshake_response(Key, SessionOpts)



        
          
        

    

  


  

      

          -spec handshake_response(Key :: binary(), SessionOpts :: ws_session_opts()) -> iodata().


      



  



  
    
      
    
    
      info/2



        
          
        

    

  


  

      

          -spec info(session(), term()) -> ok.


      


Deliver an arbitrary Erlang term to a specific session's handle_ws_info/3
callback. Use this instead of a bare Pid ! Msg when the connection
multiplexes more than one session and you want to address one in particular.

  



  
    
      
    
    
      is_alive/1



        
          
        

    

  


  

      

          -spec is_alive(session()) -> boolean().


      


Liveness check for the connection process owning the session.

  



  
    
      
    
    
      new_session(Transport, ConnPid, StreamId)



        
          
        

    

  


  

      

          -spec new_session(h1 | h2 | h3, pid(), undefined | nhttp_lib:stream_id()) -> session().


      


Build a fresh session handle owned by the calling process. Used by the
nhttp connection processes (H1/H2/H3) at upgrade time. The constructor is
the only sanctioned way to mint a session. The record itself is opaque
to callers outside nhttp_lib.

  



  
    
      
    
    
      new_session(Transport, ConnPid, StreamId, Ref)



        
          
        

    

  


  

      

          -spec new_session(h1 | h2 | h3, pid(), undefined | nhttp_lib:stream_id(), reference()) -> session().


      


Same as new_session/3 but lets the caller supply an existing reference
(useful when the conn process needs to keep the same ref across two
different per-stream records, e.g. during in-place migrations).

  



  
    
      
    
    
      owner/1



        
          
        

    

  


  

      

          -spec owner(session()) -> pid().


      


Return the connection process pid for the session.

  



  
    
      
    
    
      ping(Session)



        
          
        

    

  


  

      

          -spec ping(session()) -> ok | {error, send_error()}.


      


Send an empty WebSocket PING (§5.5.2) on the session.

  



  
    
      
    
    
      ping(Session, Payload)



        
          
        

    

  


  

      

          -spec ping(session(), binary()) -> ok | {error, send_error()}.


      


Send a WebSocket PING with a payload of at most 125 bytes (§5.5).

  



  
    
      
    
    
      send(Session, Msg)



        
          
        

    

  


  

      

          -spec send(session(), ws_message()) -> ok | {error, send_error()}.


      


Send a message and wait for the write. The connection process writes it
within the timeout of Opts (default 5000 ms) and replies. A CLOSE is
refused with close_not_allowed: close/1,3,4 is the close path. A PING
or PONG payload over 125 bytes is refused with control_frame_too_large.
Returns {error, gone} once the session is closed.

  



  
    
      
    
    
      send/3



        
          
        

    

  


  

      

          -spec send(session(), ws_message(), ws_send_opts()) -> ok | {error, send_error()}.


      



  



  
    
      
    
    
      send_async/2



        
          
        

    

  


  

      

          -spec send_async(session(), ws_message()) -> ok | {error, send_error()}.


      


Same as send/2 with the default timeout: the connection process writes
the message and replies. There is no outbox.

  



  
    
      
    
    
      send_binary(Session, Data)



        
          
        

    

  


  

      

          -spec send_binary(session(), iodata()) -> ok | {error, term()}.


      


Send a binary message.

  



  
    
      
    
    
      send_text(Session, Data)



        
          
        

    

  


  

      

          -spec send_text(session(), iodata()) -> ok | {error, term()}.


      


Send a UTF-8 text message (caller is responsible for valid UTF-8).

  



  
    
      
    
    
      session_ref/1



        
          
        

    

  


  

      

          -spec session_ref(session()) -> reference().


      


Return the unique reference stamped on the session at creation. The conn
process compares it against the ref it remembers per active stream and
rejects sends whose ref no longer matches (stale handle after the stream
ended but before the conn pid died).

  



  
    
      
    
    
      stream_id/1



        
          
        

    

  


  

      

          -spec stream_id(session()) -> undefined | nhttp_lib:stream_id().


      


Return the transport-level stream id, or undefined for HTTP/1.1.

  



  
    
      
    
    
      transport/1



        
          
        

    

  


  

      

          -spec transport(session()) -> h1 | h2 | h3.


      


Return the transport carrying the session.

  



  
    
      
    
    
      validate_accept(ClientKey, ServerAccept)



        
          
        

    

  


  

      

          -spec validate_accept(ClientKey :: binary(), ServerAccept :: binary()) -> ok | {error, invalid_accept}.


      


Validate the server's Sec-WebSocket-Accept value against the client key.

  



  
    
      
    
    
      validate_upgrade/1



        
          
        

    

  


  

      

          -spec validate_upgrade(nhttp_h1:req()) -> {ok, binary()} | {error, term()}.


      


Validate WebSocket upgrade request headers.
Returns {ok, Key} if valid, {error, Reason} otherwise.

  


        

      


  

    
nhttp_h1 
    



      
HTTP/1.1 request and response codec.
This module parses and encodes HTTP/1.1 messages (RFC 9112).
Parsing
Parsing functions return {ok, Result, BytesConsumed} where BytesConsumed
is the number of bytes consumed from the input. Use split_at/2 to get
the remaining buffer:
{ok, Request, Consumed} = nhttp_h1:parse_request(Binary),
Rest = nhttp_h1:split_at(Binary, Consumed).
No remainder binary is built until the caller asks for one with
split_at/2.
For incomplete data, parsing returns {more, MinBytes} where MinBytes
is a hint for how many more bytes might be needed.
Options
The opts() map supports the following limits:
	max_header_size - Maximum total size of all headers in bytes (default: infinity)
	max_headers_count - Maximum number of headers (default: infinity)
	max_body_size - Maximum body size in bytes (default: infinity)

When a limit is exceeded, parsing returns {error, header_too_large},
{error, too_many_headers}, or {error, {body_too_large, Size, Max}}
respectively.
With max_header_size set, an incomplete request head is also rejected
as header_too_large once the buffered input exceeds max_header_size
plus an 8 KiB request-line allowance: a head that never terminates (for
example a header line with no CRLF) cannot grow the caller's buffer
without bound. The same budget bounds chunked trailer sections, and
chunk-size lines longer than 1 KiB are rejected as
invalid_chunk_size.
Opts = #{max_header_size => 8192, max_headers_count => 100, max_body_size => 1048576},
case nhttp_h1:parse_request(Binary, Opts) of
    {ok, Request, Consumed} -> handle_request(Request);
    {error, header_too_large} -> respond_413();
    {error, too_many_headers} -> respond_431();
    {error, {body_too_large, _Size, _Max}} -> respond_413()
end.
Encoding
A caller that sends the same field lines on many messages validates them
once with prepare_headers/1 and passes the result through enc_opts/0:
{ok, Static} = nhttp_h1:prepare_headers(StaticFields),
{ok, Io} = nhttp_h1:encode_response(Resp, #{prepared => Static}).
A prepared block is validated once, the field lines of each message are
validated again, and no octet reaches the output unread. The derived
Content-Length comes first, then the prepared block, then the field lines
of this message.
A caller that holds no block to reuse calls the encoder directly:
{ok, IOList} = nhttp_h1:encode_request(Request).
{ok, IOList} = nhttp_h1:encode_response(Response).
The encoders validate what they serialise and return
{error, t:encode_error/0} for a field name that is not a token, a field
value or reason phrase that carries CR, LF, NUL, or another control byte,
and a request target that carries a byte at or below 0x20. RFC 9112
Section 11.1 names that filter as the mitigation for response splitting and
request smuggling. A refused message is never repaired and never truncated.
encode_request/1 and encode_response/1 consume the canonical
nhttp_lib:request/0 / nhttp_lib:response/0 map shape. The body
field is for the convenience case where the whole payload fits in
memory: it is emitted inline after the header block and a
Content-Length is derived if neither Content-Length nor
Transfer-Encoding is present in headers.
For streaming bodies, do not populate body in the map. Send the
header block first via encode_response_head/3, then emit each chunk
via encode_chunk/1, then close the body with encode_last_chunk/0
(set Transfer-Encoding: chunked in the headers). A message that carries
a trailer section closes with encode_trailers/1 in place of
encode_last_chunk/0. The same staged pattern applies to chunked requests.
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        body_chunk()

      


    


    
      
        body_mode()

      


    


    
      
        body_stream()

      


    


    
      
        chunked_st()

      


    


    
      
        enc_opts()

      


        Encoder options for encode_response/2.



    


    
      
        encode_error()

      


        Reason an encoder refuses to serialise a message.



    


    
      
        opts()

      


    


    
      
        parse_error()

      


    


    
      
        parse_result(T)

      


    


    
      
        prepared()

      


        A field block that prepare_headers/1 validated once.



    


    
      
        req()

      


    


    
      
        resp()

      


    


    
      
        version()

      


    





  
    Functions
  


    
      
        body_stream_from_response/3

      


        Compute the response body framing mode from the request method, response
status, and response headers (RFC 9112 §6.3).
Pure helper: pass the values parsed by parse_response_headers/1,2 plus
the method of the matching request. The returned body_stream() is fed
into parse_response_body/2.
Framing rules in order



    


    
      
        encode_chunk/1

      


        Encode a chunk for chunked transfer encoding.



    


    
      
        encode_last_chunk()

      


        Encode the final (zero-length) chunk.



    


    
      
        encode_request(Req)

      


        Encode an HTTP/1.1 request to iolist.
The encoder refuses a message that cannot be framed unambiguously on the
wire. It returns {error, {invalid_request_target, Target}} for a target
that is empty or that carries a byte at or below 0x20 or the byte 0x7F,
{error, {invalid_field_name, Name}} for a field name that is not a token
(RFC 9110 Section 5.6.2), and {error, {invalid_field_value, Value}} for a
field value that carries CR, LF, NUL, another control byte, or 0x7F
(RFC 9110 Section 5.5).
RFC 9112 Section 2.2 forbids a sender to generate a bare CR in any protocol
element other than the content, and Section 11.1 names this filtering as the
mitigation for request smuggling and response splitting. No value is
repaired and no byte is stripped. The message is refused whole.



    


    
      
        encode_request/2

      


        Encode an HTTP/1.1 request to iolist under the given encoder options.
See encode_request/1 for the framing rules and the rejected byte classes.
The request path reads the prepared key of enc_opts/0 only. A request
carries a derived Content-Length when its body is not empty, so
content_length has no meaning here.



    


    
      
        encode_response(Resp)

      


        Encode an HTTP/1.1 response to iolist.
Equivalent to encode_response(Resp, #{}). The encoder adds
Content-Length when the header list carries neither content-length nor
transfer-encoding, including a Content-Length: 0 on an empty body.
The encoder adds no Content-Length at a 1xx, 204, or 304 status. RFC 9110
Section 8.6 forbids the field at 1xx and 204. It permits the field at 304
only at the length that a 200 response would have carried, which this
encoder cannot compute, so a caller that knows the value supplies it in the
header list.
A 2xx response to a CONNECT request also carries no Content-Length. The
response map holds no request method, so that case needs
encode_response/2 with #{content_length => omit}.
The encoder refuses a message that cannot be framed unambiguously on the
wire. It returns {error, {invalid_reason_phrase, Reason}} for a reason
phrase outside 1*( HTAB / SP / VCHAR / obs-text ) (RFC 9112 Section 4.1),
{error, {invalid_field_name, Name}} for a field name that is not a token
(RFC 9110 Section 5.6.2), and {error, {invalid_field_value, Value}} for a
field value that carries CR, LF, NUL, another control byte, or 0x7F
(RFC 9110 Section 5.5). An empty reason phrase stays legal, because the
status-line grammar makes the element optional.
RFC 9112 Section 2.2 forbids a sender to generate a bare CR in any protocol
element other than the content, and Section 11.1 names this filtering as the
mitigation for response splitting. No value is repaired and no byte is
stripped. The message is refused whole.



    


    
      
        encode_response/2

      


        Encode an HTTP/1.1 response to iolist under the given encoder options.
See encode_response/1 for the framing rules, the rejected byte classes,
and enc_opts/0 for the options.
A trailers key that holds a non-empty field list frames the body with the
chunked transfer coding: the header block, one chunk that carries the whole
body, then the last chunk, the trailer section and the closing CRLF. The
header list must already carry a Transfer-Encoding whose final coding is
chunked, because RFC 9110 Section 6.5.1 makes a trailer section possible
only when an explicit framing mechanism enables it, and RFC 9112
Section 7.1.2 names the chunked transfer coding as that mechanism for
HTTP/1.1. A response framed any other way holds no position for the field
lines, so the encoder returns
{error, {trailers_require_chunked, Trailers}} rather than drop them.
encode_trailers/1 states which trailer field names the encoder refuses.
A prepared block travels ahead of the field lines of this message. A
response that carries a trailer section keeps its Transfer-Encoding in the
message header list, because require_chunked_framing/2 reads that list and
a prepared block records only that a framing field is present, never which
transfer coding is final.



    


    
      
        encode_response_head(Version, Status, Headers)

      


        Encode HTTP/1.x response headers for streaming.
Used when sending chunked responses - sends status line + headers only. The
reason phrase comes from the status code, so only the header list is subject
to validation. See encode_response/1 for the rejected byte classes.



    


    
      
        encode_response_head(Version, Status, Headers, EncOpts)

      


        Encode HTTP/1.x response headers for streaming, under the given encoder
options.
The head path reads the prepared key of enc_opts/0 only. A streaming
response derives no Content-Length, so content_length has no meaning
here. The prepared block travels ahead of the field lines of this message.



    


    
      
        encode_trailers/1

      


        Encode the terminating sequence of a chunked message, with a trailer section.
The return carries the last chunk, the trailer field lines and the single
CRLF that ends chunked-body (RFC 9112 Section 7.1: chunked-body = *chunk last-chunk trailer-section CRLF). A caller emits it in place of
encode_last_chunk/0, and encode_trailers([]) writes exactly what
encode_last_chunk/0 writes.
A trailer field is validated as a header field is. The encoder returns
{error, {invalid_field_name, Name}} for a name that is not a token
(RFC 9110 Section 5.6.2) and {error, {invalid_field_value, Value}} for a
value that carries CR, LF, NUL, another control byte, or 0x7F
(RFC 9110 Section 5.5).
The encoder also refuses the names transfer-encoding, content-length,
host and trailer with {error, {forbidden_trailer_field, Name}}. RFC 9112
Section 7.1.3 has a recipient compute the content length and rewrite
Transfer-Encoding at the point where the trailer section arrives, so a
recipient that merges one of those fields into the header section holds two
contradictory framing statements for one message. RFC 9112 Section 11.1 names
that filtering as the mitigation for request smuggling and response
splitting. The four names are a defence against a recipient that merges in
breach of RFC 9110 Section 6.5.1. They are not an RFC enumeration, and the
list does not grow.
RFC 9110 Section 6.5.1 puts the general rule on the sender: generate a
trailer field only when the definition of that field name permits trailer
use. No registry records that permission, so the encoder cannot check it and
the caller owns it. RFC 9110 Section 6.6.2 asks a sender that intends to
write a trailer section to announce the names in a Trailer header field.



    


    
      
        finalize_response_body/1

      


        Signal end-of-stream for a response body parse driven by
parse_response_body/2.
Used to terminate until_close framing when the underlying transport
closes, and to surface mid-body framing errors for {length, _} and
{chunked, _}.



    


    
      
        parse_request/1

      


        Parse an HTTP/1.1 request from binary. Returns {ok, Request, BytesConsumed} on success. Use split_at/2 to get the remaining buffer.



    


    
      
        parse_request/2

      


        Parse HTTP/1.1 request with options. Options can include: max_header_size, max_headers_count, max_body_size.



    


    
      
        parse_request_body/2

      


        Feed body bytes for a streaming request whose headers were parsed via
parse_request_headers/1,2.
Returns one of



    


    
      
        parse_request_headers/1

      


        


    


    
      
        parse_request_headers/2

      


        Parse HTTP/1.1 request headers only, without consuming the body, enforcing
the supplied limits. Returns {ok, Request, BodyStream, BytesConsumed}.
The body framing mode is encoded in BodyStream



    


    
      
        parse_response/1

      


        Parse an HTTP/1.1 response from binary. Returns {ok, Response, BytesConsumed} on success. Use split_at/2 to get the remaining buffer.



    


    
      
        parse_response/2

      


        Parse HTTP/1.1 response with options. Options can include: max_header_size, max_headers_count, max_body_size.



    


    
      
        parse_response_body/2

      


        Feed body bytes for a streaming response whose headers were parsed via
parse_response_headers/1,2 and whose framing mode was selected via
body_stream_from_response/3.
For none and {length, 0}, returns {ok, [{fin, []}], none, 0}.
For {length, N>0} and {chunked, _}, behaves identically to
parse_request_body/2.
For until_close, emits [{data, _}] for whatever bytes are in the
buffer and keeps the stream open. The caller must signal EOF via
finalize_response_body/1 when the underlying transport closes.



    


    
      
        parse_response_head/1

      


        Equivalent to parse_response_head/2.



    


    
      
        parse_response_head/2

      


        Parse HTTP/1.1 response headers only, like parse_response_headers/2, but
also return the reason phrase and protocol version from the status line.
Returns {ok, Status, Reason, Version, Headers, Rest} where Rest is the
binary after the headers. Used by streaming callers that must preserve the
full response head (status, reason, version) while reading the body
separately via parse_response_body/2.



    


    
      
        parse_response_headers/1

      


        


    


    
      
        parse_response_headers/2

      


        Parse HTTP/1.1 response headers only, without body, enforcing the supplied
limits (max_header_size, max_headers_count).



    


    
      
        prepare_headers(Headers)

      


        Validate a field list once and return the field lines as one binary.
The encoders read every octet of every field name and every field value on
every call, because RFC 9112 Section 11.1 names that filtering as the
mitigation for request smuggling and response splitting. A caller that sends
the same field lines on many messages pays for the same octets on every
message. prepare_headers/1 moves that cost to one call.



    


    
      
        split_at/2

      


        Split buffer at position, returning the remainder.
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      body_chunk()



        
          
        

    

  


  

      

          -type body_chunk() :: {data, binary()} | {fin, nhttp_lib:headers()} | {abort, nhttp_lib:error()}.


      



  



  
    
      
    
    
      body_mode()



        
          
        

    

  


  

      

          -type body_mode() :: undefined | {content_length, non_neg_integer()} | chunked.


      



  



  
    
      
    
    
      body_stream()



        
          
        

    

  


  

      

          -type body_stream() :: {chunked, chunked_st()} | {length, non_neg_integer()} | until_close | none.


      



  



  
    
      
    
    
      chunked_st()



        
          
        

    

  


  

      

          -opaque chunked_st()


      



  



  
    
      
    
    
      enc_opts()



        
          
        

    

  


  

      

          -type enc_opts() :: #{content_length => auto | omit, prepared => prepared()}.


      


Encoder options for encode_response/2.
content_length selects how the encoder frames a response:
	auto (the default) adds Content-Length when the header list carries
neither content-length nor transfer-encoding, and the status permits
the field.
	omit suppresses the automatic field at any status. A server that
answers a CONNECT request with a 2xx status uses it, because RFC 9110
Section 8.6 forbids the field there and the response map carries no
request method.

prepared carries a field block that prepare_headers/1 validated once.
The encoder writes those octets without a second scan. The derived
Content-Length comes first, then the prepared block, then the field lines
of this message. content_length does not apply to a request, because the
derived field there follows the body length.

  



  
    
      
    
    
      encode_error()



        
          
        

    

  


  

      

          -type encode_error() ::
          {invalid_field_name, binary()} |
          {invalid_field_value, binary()} |
          {invalid_reason_phrase, binary()} |
          {invalid_request_target, binary()} |
          {forbidden_trailer_field, binary()} |
          {trailers_require_chunked, nhttp_lib:headers()}.


      


Reason an encoder refuses to serialise a message.
Each arm carries the offending value so that the caller can log it. The
encoder never repairs the value and never strips a byte from it.

  



  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          -type opts() ::
          #{max_header_size => pos_integer(),
            max_headers_count => pos_integer(),
            max_body_size => pos_integer(),
            scheme => nhttp_lib:scheme(),
            peer => nhttp_lib:peer()}.


      



  



  
    
      
    
    
      parse_error()



        
          
        

    

  


  

      

          -type parse_error() ::
          bad_request_line | bad_status_line | bad_header | header_too_large | too_many_headers |
          {body_too_large, Size :: non_neg_integer(), Max :: non_neg_integer()} |
          invalid_content_length | duplicate_content_length | conflicting_framing |
          unsupported_transfer_encoding | invalid_chunk_size | incomplete_chunk | invalid_method |
          invalid_version | unexpected_eof |
          {protocol_error, term()}.


      



  



  
    
      
    
    
      parse_result(T)



        
          
        

    

  


  

      

          -type parse_result(T) ::
          {ok, T, BytesConsumed :: pos_integer()} |
          {more, MinBytes :: pos_integer()} |
          {error, parse_error()}.


      



  



  
    
      
    
    
      prepared()



        
          
        

    

  


  

      

          -opaque prepared()


      


A field block that prepare_headers/1 validated once.
The value holds the field lines as one binary and the answer to the framing
question: whether one of those lines is Content-Length or
Transfer-Encoding.

  



  
    
      
    
    
      req()



        
          
        

    

  


  

      

          -type req() :: nhttp_lib:request().


      



  



  
    
      
    
    
      resp()



        
          
        

    

  


  

      

          -type resp() :: nhttp_lib:response().


      



  



  
    
      
    
    
      version()



        
          
        

    

  


  

      

          -type version() :: http1_0 | http1_1.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      body_stream_from_response/3



        
          
        

    

  


  

      

          -spec body_stream_from_response(nhttp_lib:method(), nhttp_lib:status(), nhttp_lib:headers()) ->
                                   body_stream().


      


Compute the response body framing mode from the request method, response
status, and response headers (RFC 9112 §6.3).
Pure helper: pass the values parsed by parse_response_headers/1,2 plus
the method of the matching request. The returned body_stream() is fed
into parse_response_body/2.
Framing rules in order:
	HEAD request → none (HEAD responses never have a body).
	1xx, 204, 304 status → none.
	Transfer-Encoding with chunked as the single final coding →
{chunked, _}. Every Transfer-Encoding field line contributes to the
coding list, in order of receipt (RFC 9110 §5.3).
	Transfer-Encoding with any other coding list → until_close
(RFC 9112 §6.3 #4).
	Content-Length: N → {length, N}.
	otherwise → until_close (RFC 9112 §6.3 #7).
The chunked / length walkers do not enforce header or body size limits in
this entry point. Callers reading from untrusted peers should validate
sizes at the recv site or wrap the stream.


  



  
    
      
    
    
      encode_chunk/1



        
          
        

    

  


  

      

          -spec encode_chunk(iodata()) -> iolist().


      


Encode a chunk for chunked transfer encoding.

  



  
    
      
    
    
      encode_last_chunk()



        
          
        

    

  


  

      

          -spec encode_last_chunk() -> binary().


      


Encode the final (zero-length) chunk.

  



  
    
      
    
    
      encode_request(Req)



        
          
        

    

  


  

      

          -spec encode_request(req()) -> {ok, iolist()} | {error, encode_error()}.


      


Encode an HTTP/1.1 request to iolist.
The encoder refuses a message that cannot be framed unambiguously on the
wire. It returns {error, {invalid_request_target, Target}} for a target
that is empty or that carries a byte at or below 0x20 or the byte 0x7F,
{error, {invalid_field_name, Name}} for a field name that is not a token
(RFC 9110 Section 5.6.2), and {error, {invalid_field_value, Value}} for a
field value that carries CR, LF, NUL, another control byte, or 0x7F
(RFC 9110 Section 5.5).
RFC 9112 Section 2.2 forbids a sender to generate a bare CR in any protocol
element other than the content, and Section 11.1 names this filtering as the
mitigation for request smuggling and response splitting. No value is
repaired and no byte is stripped. The message is refused whole.

  



  
    
      
    
    
      encode_request/2



        
          
        

    

  


  

      

          -spec encode_request(req(), enc_opts()) -> {ok, iolist()} | {error, encode_error()}.


      


Encode an HTTP/1.1 request to iolist under the given encoder options.
See encode_request/1 for the framing rules and the rejected byte classes.
The request path reads the prepared key of enc_opts/0 only. A request
carries a derived Content-Length when its body is not empty, so
content_length has no meaning here.
{ok, Static} = nhttp_h1:prepare_headers([{<<"User-Agent">>, <<"acme/1.0">>}]),
{ok, Io} = nhttp_h1:encode_request(Req, #{prepared => Static}).

  



  
    
      
    
    
      encode_response(Resp)



        
          
        

    

  


  

      

          -spec encode_response(resp()) -> {ok, iolist()} | {error, encode_error()}.


      


Encode an HTTP/1.1 response to iolist.
Equivalent to encode_response(Resp, #{}). The encoder adds
Content-Length when the header list carries neither content-length nor
transfer-encoding, including a Content-Length: 0 on an empty body.
The encoder adds no Content-Length at a 1xx, 204, or 304 status. RFC 9110
Section 8.6 forbids the field at 1xx and 204. It permits the field at 304
only at the length that a 200 response would have carried, which this
encoder cannot compute, so a caller that knows the value supplies it in the
header list.
A 2xx response to a CONNECT request also carries no Content-Length. The
response map holds no request method, so that case needs
encode_response/2 with #{content_length => omit}.
The encoder refuses a message that cannot be framed unambiguously on the
wire. It returns {error, {invalid_reason_phrase, Reason}} for a reason
phrase outside 1*( HTAB / SP / VCHAR / obs-text ) (RFC 9112 Section 4.1),
{error, {invalid_field_name, Name}} for a field name that is not a token
(RFC 9110 Section 5.6.2), and {error, {invalid_field_value, Value}} for a
field value that carries CR, LF, NUL, another control byte, or 0x7F
(RFC 9110 Section 5.5). An empty reason phrase stays legal, because the
status-line grammar makes the element optional.
RFC 9112 Section 2.2 forbids a sender to generate a bare CR in any protocol
element other than the content, and Section 11.1 names this filtering as the
mitigation for response splitting. No value is repaired and no byte is
stripped. The message is refused whole.

  



  
    
      
    
    
      encode_response/2



        
          
        

    

  


  

      

          -spec encode_response(resp(), enc_opts()) -> {ok, iolist()} | {error, encode_error()}.


      


Encode an HTTP/1.1 response to iolist under the given encoder options.
See encode_response/1 for the framing rules, the rejected byte classes,
and enc_opts/0 for the options.
A trailers key that holds a non-empty field list frames the body with the
chunked transfer coding: the header block, one chunk that carries the whole
body, then the last chunk, the trailer section and the closing CRLF. The
header list must already carry a Transfer-Encoding whose final coding is
chunked, because RFC 9110 Section 6.5.1 makes a trailer section possible
only when an explicit framing mechanism enables it, and RFC 9112
Section 7.1.2 names the chunked transfer coding as that mechanism for
HTTP/1.1. A response framed any other way holds no position for the field
lines, so the encoder returns
{error, {trailers_require_chunked, Trailers}} rather than drop them.
encode_trailers/1 states which trailer field names the encoder refuses.
A prepared block travels ahead of the field lines of this message. A
response that carries a trailer section keeps its Transfer-Encoding in the
message header list, because require_chunked_framing/2 reads that list and
a prepared block records only that a framing field is present, never which
transfer coding is final.

  



  
    
      
    
    
      encode_response_head(Version, Status, Headers)



        
          
        

    

  


  

      

          -spec encode_response_head(version(), nhttp_lib:status(), nhttp_lib:headers()) ->
                              {ok, iolist()} | {error, encode_error()}.


      


Encode HTTP/1.x response headers for streaming.
Used when sending chunked responses - sends status line + headers only. The
reason phrase comes from the status code, so only the header list is subject
to validation. See encode_response/1 for the rejected byte classes.

  



  
    
      
    
    
      encode_response_head(Version, Status, Headers, EncOpts)



        
          
        

    

  


  

      

          -spec encode_response_head(version(), nhttp_lib:status(), nhttp_lib:headers(), enc_opts()) ->
                              {ok, iolist()} | {error, encode_error()}.


      


Encode HTTP/1.x response headers for streaming, under the given encoder
options.
The head path reads the prepared key of enc_opts/0 only. A streaming
response derives no Content-Length, so content_length has no meaning
here. The prepared block travels ahead of the field lines of this message.

  



  
    
      
    
    
      encode_trailers/1



        
          
        

    

  


  

      

          -spec encode_trailers(nhttp_lib:headers()) -> {ok, iolist()} | {error, encode_error()}.


      


Encode the terminating sequence of a chunked message, with a trailer section.
The return carries the last chunk, the trailer field lines and the single
CRLF that ends chunked-body (RFC 9112 Section 7.1: chunked-body = *chunk last-chunk trailer-section CRLF). A caller emits it in place of
encode_last_chunk/0, and encode_trailers([]) writes exactly what
encode_last_chunk/0 writes.
A trailer field is validated as a header field is. The encoder returns
{error, {invalid_field_name, Name}} for a name that is not a token
(RFC 9110 Section 5.6.2) and {error, {invalid_field_value, Value}} for a
value that carries CR, LF, NUL, another control byte, or 0x7F
(RFC 9110 Section 5.5).
The encoder also refuses the names transfer-encoding, content-length,
host and trailer with {error, {forbidden_trailer_field, Name}}. RFC 9112
Section 7.1.3 has a recipient compute the content length and rewrite
Transfer-Encoding at the point where the trailer section arrives, so a
recipient that merges one of those fields into the header section holds two
contradictory framing statements for one message. RFC 9112 Section 11.1 names
that filtering as the mitigation for request smuggling and response
splitting. The four names are a defence against a recipient that merges in
breach of RFC 9110 Section 6.5.1. They are not an RFC enumeration, and the
list does not grow.
RFC 9110 Section 6.5.1 puts the general rule on the sender: generate a
trailer field only when the definition of that field name permits trailer
use. No registry records that permission, so the encoder cannot check it and
the caller owns it. RFC 9110 Section 6.6.2 asks a sender that intends to
write a trailer section to announce the names in a Trailer header field.

  



  
    
      
    
    
      finalize_response_body/1



        
          
        

    

  


  

      

          -spec finalize_response_body(body_stream()) -> {ok, [body_chunk()]} | {error, parse_error()}.


      


Signal end-of-stream for a response body parse driven by
parse_response_body/2.
Used to terminate until_close framing when the underlying transport
closes, and to surface mid-body framing errors for {length, _} and
{chunked, _}.
	none, {length, 0}, or until_close → {ok, [{fin, []}]}.
	{length, N>0} → {error, unexpected_eof}.
	{chunked, _} mid-body → {error, unexpected_eof}.


  



  
    
      
    
    
      parse_request/1



        
          
        

    

  


  

      

          -spec parse_request(binary()) -> parse_result(req()).


      


Parse an HTTP/1.1 request from binary. Returns {ok, Request, BytesConsumed} on success. Use split_at/2 to get the remaining buffer.

  



  
    
      
    
    
      parse_request/2



        
          
        

    

  


  

      

          -spec parse_request(binary(), opts()) -> parse_result(req()).


      


Parse HTTP/1.1 request with options. Options can include: max_header_size, max_headers_count, max_body_size.

  



  
    
      
    
    
      parse_request_body/2



        
          
        

    

  


  

      

          -spec parse_request_body(binary(), body_stream()) ->
                            {ok, [body_chunk()], body_stream(), non_neg_integer()} |
                            {more, pos_integer(), body_stream()} |
                            {error, parse_error()}.


      


Feed body bytes for a streaming request whose headers were parsed via
parse_request_headers/1,2.
Returns one of:
	{ok, Chunks, NewStream, BytesConsumed}: emits zero or more
body_chunk() events. A {fin, Trailers} chunk signals the body is
fully consumed; subsequent calls on the returned stream are not needed.
	{more, MinBytes, NewStream}: not enough buffer to make progress.
The caller should buffer at least MinBytes more bytes and call again
with the same NewStream.
	{error, parse_error()}: framing error (bad chunk size, body too
large, header limits exceeded in trailers).


  



  
    
      
    
    
      parse_request_headers/1



        
          
        

    

  


  

      

          -spec parse_request_headers(binary()) ->
                               {ok, req(), body_stream(), non_neg_integer()} |
                               {more, pos_integer()} |
                               {error, parse_error()}.


      


Warning
This zero-arg variant enforces no size or count limits on the input
and is unsafe to use against untrusted peers. Production callers reading
from the network MUST use parse_request_headers/2 and pass
max_header_size, max_headers_count, and max_body_size (see
opts/0).
Parse HTTP/1.1 request headers only, without consuming the body. Returns
{ok, Request, BodyStream, BytesConsumed}. The returned request map has
body => streaming; the body bytes (if any) are read separately via
parse_request_body/2.
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          -spec parse_request_headers(binary(), opts()) ->
                               {ok, req(), body_stream(), non_neg_integer()} |
                               {more, pos_integer()} |
                               {error, parse_error()}.


      


Parse HTTP/1.1 request headers only, without consuming the body, enforcing
the supplied limits. Returns {ok, Request, BodyStream, BytesConsumed}.
The body framing mode is encoded in BodyStream:
	none: no body (no Content-Length, no Transfer-Encoding, or
Content-Length: 0).
	{length, N}: N body bytes remain to be read.
	{chunked, _}: chunked transfer encoding; opaque state to feed back
into parse_request_body/2.
The returned request map carries body => streaming instead of buffered
bytes. Use parse_request_body/2 to drive the body stream.
Every Transfer-Encoding field line contributes to one coding list, in
order of receipt (RFC 9110 §5.3). The parser returns
{error, unsupported_transfer_encoding} unless that list holds chunked
exactly once, as the final coding (RFC 9112 §6.1 and §6.3 #4).
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          -spec parse_response(binary()) -> parse_result(resp()).


      


Parse an HTTP/1.1 response from binary. Returns {ok, Response, BytesConsumed} on success. Use split_at/2 to get the remaining buffer.

  



  
    
      
    
    
      parse_response/2



        
          
        

    

  


  

      

          -spec parse_response(binary(), opts()) -> parse_result(resp()).


      


Parse HTTP/1.1 response with options. Options can include: max_header_size, max_headers_count, max_body_size.

  



  
    
      
    
    
      parse_response_body/2



        
          
        

    

  


  

      

          -spec parse_response_body(binary(), body_stream()) ->
                             {ok, [body_chunk()], body_stream(), non_neg_integer()} |
                             {more, pos_integer(), body_stream()} |
                             {error, parse_error()}.


      


Feed body bytes for a streaming response whose headers were parsed via
parse_response_headers/1,2 and whose framing mode was selected via
body_stream_from_response/3.
For none and {length, 0}, returns {ok, [{fin, []}], none, 0}.
For {length, N>0} and {chunked, _}, behaves identically to
parse_request_body/2.
For until_close, emits [{data, _}] for whatever bytes are in the
buffer and keeps the stream open. The caller must signal EOF via
finalize_response_body/1 when the underlying transport closes.
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          -spec parse_response_head(binary()) ->
                             {ok,
                              nhttp_lib:status(),
                              binary(),
                              version(),
                              nhttp_lib:headers(),
                              binary()} |
                             {more, pos_integer()} |
                             {error, parse_error()}.


      


Equivalent to parse_response_head/2.

  



  
    
      
    
    
      parse_response_head/2



        
          
        

    

  


  

      

          -spec parse_response_head(binary(), opts()) ->
                             {ok,
                              nhttp_lib:status(),
                              binary(),
                              version(),
                              nhttp_lib:headers(),
                              binary()} |
                             {more, pos_integer()} |
                             {error, parse_error()}.


      


Parse HTTP/1.1 response headers only, like parse_response_headers/2, but
also return the reason phrase and protocol version from the status line.
Returns {ok, Status, Reason, Version, Headers, Rest} where Rest is the
binary after the headers. Used by streaming callers that must preserve the
full response head (status, reason, version) while reading the body
separately via parse_response_body/2.
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          -spec parse_response_headers(binary()) ->
                                {ok, nhttp_lib:status(), nhttp_lib:headers(), binary()} |
                                {more, pos_integer()} |
                                {error, parse_error()}.


      


Warning
This zero-arg variant enforces no size or count limits on the input
and is unsafe to use against untrusted peers. A malicious response can
exhaust memory by sending arbitrarily many or arbitrarily large header
fields. Production callers reading from the network MUST use
parse_response_headers/2 and pass max_header_size and
max_headers_count (see opts/0).
Parse HTTP/1.1 response headers only, without body. Returns
{ok, Status, Headers, Rest} where Rest is the binary after headers.
Used for streaming responses where the body is read separately.
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          -spec parse_response_headers(binary(), opts()) ->
                                {ok, nhttp_lib:status(), nhttp_lib:headers(), binary()} |
                                {more, pos_integer()} |
                                {error, parse_error()}.


      


Parse HTTP/1.1 response headers only, without body, enforcing the supplied
limits (max_header_size, max_headers_count).
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          -spec prepare_headers(nhttp_lib:headers()) -> {ok, prepared()} | {error, encode_error()}.


      


Validate a field list once and return the field lines as one binary.
The encoders read every octet of every field name and every field value on
every call, because RFC 9112 Section 11.1 names that filtering as the
mitigation for request smuggling and response splitting. A caller that sends
the same field lines on many messages pays for the same octets on every
message. prepare_headers/1 moves that cost to one call.
{ok, Static} = nhttp_h1:prepare_headers([
    {<<"Server">>, <<"acme/1.0">>},
    {<<"Cache-Control">>, <<"no-store">>}
]),
{ok, Io} = nhttp_h1:encode_response(Resp, #{prepared => Static}).
The value is opaque and this function is the only path that builds one. A
caller that fabricates the record writes octets that no validator read, and
the library cannot prevent that any more than it can prevent a call to a
private function.
prepare_headers/1 refuses exactly what the encoders refuse, with the same
values: {error, {invalid_field_name, Name}} for a name that is not a token
(RFC 9110 Section 5.6.2) and {error, {invalid_field_value, Value}} for a
value that carries CR, LF, NUL, another control byte, or 0x7F
(RFC 9110 Section 5.5).
The block is for field lines that many messages reuse.
iolist_to_binary/1 copies them once here, so a caller that prepares a
block for a single message pays more than a caller that prepares nothing.
The encoder does not compare a caller supplied Content-Length against the
body length, and a prepared block does not change that.
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          -spec split_at(binary(), non_neg_integer()) -> binary().


      


Split buffer at position, returning the remainder.
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HTTP/2 connection and stream state machine (RFC 9113), between
nhttp_h2_frame and the application. It spawns no process. Each call
takes a conn/0 and returns the next one with the iodata to write.
Usage
Conn0 = nhttp_h2:new(client),
ok = ssl:send(Socket, nhttp_h2:preface(Conn0)),
{ok, Conn1, Frames} = nhttp_h2:send_headers(Conn0, StreamId, Headers, fin),
ok = ssl:send(Socket, Frames),
case nhttp_h2:recv(Conn1, Data) of
    {ok, Events, Conn2} -> handle(Events, Conn2);
    {ok, Events, Conn2, Out} -> ok = ssl:send(Socket, Out), handle(Events, Conn2);
    {error, Reason} -> {error, Reason}
end.
Sending a message
Call send_headers/4 with nofin, then send_data/4 per chunk. Close the
stream with fin on the last send_data/4 or on a trailer send_headers/4.
This module does not read the body and trailers keys of
nhttp_lib:request/0.
Receive flow control
A DATA frame counts against the receive windows with its padding (RFC 9113
Section 6.1). The caller credits the data of each data event with
send_window_update/3. recv/2 credits the padding itself.
A frame on a stream that this endpoint reset is processed for its side
effects and discarded (RFC 9113 Section 5.1): HEADERS updates the HPACK
decoder, DATA counts against the connection window (RFC 9113 Section 6.9)
and recv/2 returns that credit at once. The codec remembers the last 1024
streams it reset. DATA on any other closed stream is a STREAM_CLOSED stream
error, and the credit follows the RST_STREAM. DATA on an idle stream is a
PROTOCOL_ERROR connection error. DATA after the peer END_STREAM, past the
stream window, or against the Content-Length is a stream error.
Send queue
With send_queue => true, recv/2 sends what send_data/4 queued as credit
arrives, after its control frames, one frame per stream per turn. The caller
MUST write every iodata the codec returns, in order, from one process.
max_send_buffer defaults to 128 KiB and max_queued_streams to a quarter
of the peer SETTINGS_MAX_CONCURRENT_STREAMS. RST_STREAM and GOAWAY drop the
queue without restoring credit. A queued fin keeps the stream open until
its frame goes out.
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    Functions
  


    
      
        connection_send_window/1

      


        Return the connection send window in octets.



    


    
      
        encoder_table_entries/1

      


        Return the number of live entries in the dynamic table of the HPACK encoder.



    


    
      
        encoder_table_size/1

      


        Return the size of the dynamic table of the HPACK encoder in octets.



    


    
      
        new(Role)

      


        Create a new HTTP/2 connection with default settings.



    


    
      
        new(Role, LocalSettings)

      


        Create a new HTTP/2 connection with custom settings.



    


    
      
        open_stream/1

      


        Open a new stream and return its ID.



    


    
      
        peer_settings/1

      


        Return the settings the peer sent, merged over the defaults.



    


    
      
        preface/1

      


        Generate the connection preface for this role. Client sends: magic + SETTINGS. Server sends: SETTINGS.



    


    
      
        queued_streams/1

      


        Return the number of streams with an entry in the send queue.



    


    
      
        recv/2

      


        Process incoming data and return events.



    


    
      
        send_buffer_bytes/1

      


        Return the octets the send queue holds on the connection.



    


    
      
        send_buffer_bytes/2

      


        Return the octets the send queue holds for one stream, 0 without an entry.



    


    
      
        send_data/4

      


        Send every DATA frame that the current credit allows.



    


    
      
        send_goaway/3

      


        Send GOAWAY to initiate graceful shutdown.



    


    
      
        send_headers/4

      


        Send HEADERS frame for a new request/response or trailers.



    


    
      
        send_ping/2

      


        Send PING frame with caller-supplied 8-byte opaque data. The caller is
responsible for generating the opaque value (e.g. via
crypto:strong_rand_bytes(8)) and matching it against the PING_ACK event.



    


    
      
        send_rst_stream/3

      


        Send RST_STREAM to cancel a stream.



    


    
      
        send_window_update/3

      


        Send WINDOW_UPDATE for the connection or for a stream.



    


    
      
        set_peer/2

      


        Record the peer address on the connection. Called once after the socket is
accepted (or connected) so server-built nhttp_lib:request/0 maps and
client-built nhttp_lib:response/0 events carry the correct remote peer.



    


    
      
        stream_send_window/2

      


        Return the send window of one stream in octets.



    


    
      
        stream_stats/1

      


        Return the stream counters for this connection.
active is the number of streams in the "open" state or in either
"half-closed" state, the set that SETTINGS_MAX_CONCURRENT_STREAMS bounds
(RFC 9113 Section 5.1.2). peer_opened is the total number of streams that
the peer opened. peer_reset is the number of streams that the peer
terminated with RST_STREAM.
SETTINGS_MAX_CONCURRENT_STREAMS bounds the streams that are open at one
instant. It does not bound stream turnover. A peer that alternates HEADERS
and RST_STREAM holds active at a low value and drives peer_opened and
peer_reset without limit. RFC 9113 Section 10.5 tells an implementation to
track such use and to set a limit on it.
This library holds no clock, so it counts events only. The caller reads these
counters to apply a rate per unit of time. To let the connection refuse the
peer on its own, set max_reset_streams in the local settings. The
connection then fails with a connection error of type ENHANCE_YOUR_CALM when
peer_reset is more than max_reset_streams + (peer_opened div 2). The
default is infinity, which counts without a limit.
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          -opaque conn()
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          -type error_code() :: nhttp_lib:error_code().


      



  



  
    
      
    
    
      event()



        
          
        

    

  


  

      

          -type event() ::
          nhttp_lib:event_common() |
          {stream_closed, nhttp_lib:stream_id(), error_code()} |
          {stream_refused, nhttp_lib:stream_id()} |
          {window_update, nhttp_lib:stream_id(), pos_integer()} |
          {data_sent, nhttp_lib:stream_id(), non_neg_integer(), fin()} |
          {settings, settings()} |
          settings_ack |
          {ping, binary()} |
          {ping_ack, binary()}.


      


Events that recv/2 reports.
A window_update event mirrors one WINDOWUPDATE frame from the peer, with
stream id 0 for the connection window. A SETTINGS frame that changes
initial_window_size adjusts every stream send window inside the codec and
reports `{settings, }only.connection_send_window/1andstream_send_window/2` read the adjusted windows.
A data_sent event reports the octets the send queue emitted for a
stream in this call, with Fin fin when the END_STREAM frame went out.
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          -type fin() :: nhttp_lib:fin().
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          -type priority() ::
          #{exclusive := boolean(), stream_dependency := nhttp_lib:stream_id(), weight := 1..256}.
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          -type recv_result() ::
          {ok, [event()], conn()} |
          {ok, [event()], conn(), iodata()} |
          {error, nhttp_h2_frame:decode_error()}.
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          -type role() :: nhttp_lib:role().


      



  



  
    
      
    
    
      send_error()



        
          
        

    

  


  

      

          -type send_error() ::
          connection_closing | send_buffer_full |
          {data_pending, nhttp_lib:stream_id()} |
          {unknown_stream, nhttp_lib:stream_id()} |
          {stream_closed, nhttp_lib:stream_id()} |
          {stream_error, nhttp_lib:stream_id(), error_code(), binary()} |
          {recv_window_overflow, nhttp_lib:stream_id() | connection}.


      


Reasons a send function refuses a call.
{recv_window_overflow, Target} reports that the increment given to
send_window_update/3 takes the local receive window of Target past
2^31-1 (RFC 9113 Section 6.9.1). The codec sent nothing, the peer saw
nothing, and the connection stays open.
send_buffer_full reports an offer past max_send_buffer or
max_queued_streams, and {data_pending, StreamId} a HEADERS frame on a
stream with octets in the send queue. Nothing changed in either case.
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          -type send_result() ::
          {ok, conn(), iodata()} |
          {partial, conn(), iodata(), binary(), fin(), Window :: integer()} |
          {queued, conn(), iodata(), Buffered :: pos_integer()} |
          {error, send_error()}.
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          -type settings() ::
          #{header_table_size => non_neg_integer(),
            enable_push => boolean(),
            max_concurrent_streams => pos_integer() | infinity,
            initial_window_size => 1..2147483647,
            max_frame_size => 16384..16777215,
            max_header_list_size => pos_integer() | infinity,
            max_continuation_frames => pos_integer() | infinity,
            enable_connect_protocol => boolean(),
            max_reset_streams => pos_integer() | infinity,
            hpack_index_policy => nhttp_hpack:index_policy(),
            send_queue => boolean(),
            max_send_buffer => pos_integer() | infinity,
            max_queued_streams => pos_integer() | infinity}.


      


Connection settings.
Most keys map to a SETTINGS parameter of RFC 9113 Section 6.5.2 and go on
the wire. max_continuation_frames, max_reset_streams,
hpack_index_policy, send_queue, max_send_buffer and
max_queued_streams are local policy. They have no wire representation,
and the encoder drops them. The first two bound work that a peer can
request. hpack_index_policy reaches nhttp_hpack:new/2 and names the
fields that the HPACK encoder keeps out of its dynamic table. The
nhttp_hpack module documentation gives the two literal forms and the
sets that fit a deployment. send_queue, max_send_buffer and
max_queued_streams configure the send queue of the module
documentation.
max_continuation_frames bounds the number of CONTINUATION frames in one
field section, per RFC 9113 Section 10.5. An empty CONTINUATION frame adds
no bytes, so max_header_list_size alone does not bound it. When the key
is absent, the bound is
ceil(max_header_list_size / max_frame_size) + 8, and it is infinity
when max_header_list_size is infinity. The derived value tracks the
byte bound, so a caller that raises max_header_list_size keeps the
CONTINUATION frames that carry the larger field section.
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          -type stream_state() ::
          idle | reserved_local | reserved_remote | open | half_closed_local | half_closed_remote |
          closed.
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          -spec connection_send_window(conn()) -> integer().


      


Return the connection send window in octets.
This is the credit the peer granted for DATA payloads on every stream of the
connection, less what send_data/4 spent (RFC 9113 Section 6.9.1). The
value is negative after a SETTINGS_INITIAL_WINDOW_SIZE shrink that overtakes
the credit already spent, and send_data/4 sends nothing until WINDOW_UPDATE
takes it positive again.
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          -spec encoder_table_entries(conn()) -> non_neg_integer().


      


Return the number of live entries in the dynamic table of the HPACK encoder.
The count moves with every field that send_headers/4 inserts and with
every eviction that the insert forces (RFC 7541 Section 4.4). A field whose
name is in hpack_index_policy never inserts, so a caller that tunes the
policy reads its effect here.
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          -spec encoder_table_size(conn()) -> non_neg_integer().


      


Return the size of the dynamic table of the HPACK encoder in octets.
The size counts every live entry as name, value and the 32 octets of
overhead of RFC 7541 Section 4.1. It never exceeds the
SETTINGS_HEADER_TABLE_SIZE that the peer sent.
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          -spec new(role()) -> conn().


      


Create a new HTTP/2 connection with default settings.

  



  
    
      
    
    
      new(Role, LocalSettings)



        
          
        

    

  


  

      

          -spec new(role(), settings()) -> conn().


      


Create a new HTTP/2 connection with custom settings.
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          -spec open_stream(conn()) ->
                     {ok, nhttp_lib:stream_id(), conn()} |
                     {error, connection_closing | max_streams_reached | stream_ids_exhausted}.


      


Open a new stream and return its ID.
Stream identifiers grow by two per stream and end at 2^31-1. When the next
identifier is past that bound, the call answers {error, stream_ids_exhausted}
and leaves the connection unchanged. The caller must open a new connection
for further requests (RFC 9113 Section 5.1.1).
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          -spec peer_settings(conn()) -> settings().


      


Return the settings the peer sent, merged over the defaults.
The map carries the last value of every SETTINGS parameter the peer sent,
and the default of RFC 9113 Section 6.5.2 for the rest. initial_window_size
is the send window that a new stream starts with, and max_frame_size bounds
the payload of one DATA frame.
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          -spec preface(conn()) -> iodata().


      


Generate the connection preface for this role. Client sends: magic + SETTINGS. Server sends: SETTINGS.
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          -spec queued_streams(conn()) -> non_neg_integer().


      


Return the number of streams with an entry in the send queue.
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          -spec recv(conn(), binary()) -> recv_result().


      


Process incoming data and return events.
The four-tuple arm carries frames for the caller to write: SETTINGS ACK,
PING ACK and RST_STREAM, then the DATA frames the send queue emitted.
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          -spec send_buffer_bytes(conn()) -> non_neg_integer().


      


Return the octets the send queue holds on the connection.
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          -spec send_buffer_bytes(conn(), nhttp_lib:stream_id()) -> non_neg_integer().


      


Return the octets the send queue holds for one stream, 0 without an entry.
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          -spec send_data(conn(), nhttp_lib:stream_id(), iodata(), fin()) -> send_result().


      


Send every DATA frame that the current credit allows.
The payload is split at the peer max_frame_size and bounded by the
connection send window and the stream send window. A payload that fits
in the credit comes back as {ok, Conn, Frames}. Frames is one DATA
frame or a list of DATA frames, and END_STREAM sits on the last frame
only. A payload that outruns the credit comes back as
{partial, Conn, Frames, Rest, EndStream, Window}. Frames carries every
frame the credit paid for and none of them carries END_STREAM. Rest is
the remainder the caller must offer again after WINDOW_UPDATE, and
Window is the credit that is left, zero or below. A {partial, ...}
return therefore means one thing: the credit ran out.
The frames share the octets of the payload. Rest is a copy when the
payload is more than four times its size, so a small remainder does not
retain a large payload.
An empty payload with fin is sent at any window value, because a frame
without payload consumes no flow-control credit (RFC 9113 Section 6.9.1).
An empty payload with nofin at a window of zero or below is held back as
{partial, ...}. The frame is legal, but it carries nothing, so the codec
declines to spend a frame on it.
With send_queue => true the call never answers {partial, ...}. A
payload that outruns the credit comes back as
{queued, Conn, Frames, Buffered}, where Buffered is the octet count
of this stream that the codec holds. An empty payload with nofin
answers {ok, Conn, []} at any window, an empty fin behind pending
octets rides the last drained frame, and a stream whose pending entry
carries fin answers {error, {stream_closed, StreamId}}.
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          -spec send_goaway(conn(), error_code(), binary()) -> send_result().


      


Send GOAWAY to initiate graceful shutdown.
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          -spec send_headers(conn(), nhttp_lib:stream_id(), nhttp_lib:headers(), fin()) ->
                      {ok, conn(), iodata()} | {error, send_error()}.


      


Send HEADERS frame for a new request/response or trailers.
A stream with octets in the send queue answers
{error, {data_pending, StreamId}}.
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HTTP/3 protocol layer.
Pure functional HTTP/3 connection state machine (RFC 9114). Sits between
the QUIC transport (nquic) and the application layer. The caller manages
QUIC I/O and routes data to/from this module. Return values include
actions that the caller must execute via nquic.
Usage
H3 = nhttp_h3:new(server, #{}),
{ok, H3_1, Actions} = nhttp_h3:init_local_streams(H3, #{
    control => CtrlId, encoder => EncId, decoder => DecId
}),
execute_actions(QConn, Actions),
loop(QConn, H3_1).
Sending bodies and trailers
The HTTP/3 send surface is frame-oriented. The canonical
nhttp_lib:request/0 and nhttp_lib:response/0 maps can carry a body
and trailers field as a convenience for "everything is in memory", but
this layer does not consume those maps directly: the caller breaks the
exchange into discrete frame sends. The pattern is:
	send_headers(Conn, StreamId, Headers, nofin) to emit pseudo-headers
plus regular headers (HEADERS frame, QPACK-encoded).
	Zero or more send_data(Conn, StreamId, Chunk, nofin) calls.
	Either send_data(Conn, StreamId, FinalChunk, fin) to close on body,
or send_headers(Conn, StreamId, Trailers, fin) to close on trailers.

send_response/4 is the convenience one-shot for "headers + complete
body + END_STREAM" when the body is already a single iodata().
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        recv/4

      


        Process incoming data on any QUIC stream.



    


    
      
        send_data/4

      


        Encode and send data on a request stream.
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        Notify that the peer opened a new stream.
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          {send, nhttp_lib:stream_id(), iodata()} |
          {send_fin, nhttp_lib:stream_id(), iodata()} |
          {close_connection, non_neg_integer(), binary()}.


      



  



  
    
      
    
    
      conn()



        
          
        

    

  


  

      

          -opaque conn()


      



  



  
    
      
    
    
      error_code()



        
          
        

    

  


  

      

          -type error_code() :: nhttp_lib:error_code().
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          -type fin() :: nhttp_lib:fin().
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          h3_no_error | h3_general_protocol_error | h3_internal_error | h3_stream_creation_error |
          h3_closed_critical_stream | h3_frame_unexpected | h3_frame_error | h3_excessive_load |
          h3_id_error | h3_settings_error | h3_missing_settings | h3_request_rejected |
          h3_request_cancelled | h3_request_incomplete | h3_message_error | h3_connect_error |
          h3_version_fallback | qpack_decompression_failed | qpack_encoder_stream_error |
          qpack_decoder_stream_error.
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                         #{control := nhttp_lib:stream_id(),
                           encoder := nhttp_lib:stream_id(),
                           decoder := nhttp_lib:stream_id()}) ->
                            {ok, conn(), [action()]}.


      


Register QUIC stream IDs for local unidirectional streams.
Returns initial data to send on each (stream type prefix + settings on control).
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          -spec new(role(), h3_settings()) -> conn().


      


Create a new HTTP/3 connection.
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          -spec recv(conn(), nhttp_lib:stream_id(), binary(), fin()) ->
              {ok, [event()], conn(), [action()]} | {error, h3_error()}.


      


Process incoming data on any QUIC stream.
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          -spec send_data(conn(), nhttp_lib:stream_id(), iodata(), fin()) ->
                   {ok, conn(), [action()]} | {error, h3_error()}.


      


Encode and send data on a request stream.
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          -spec send_goaway(conn()) -> {ok, conn(), [action()]}.


      


Send GOAWAY on the control stream.
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                      {ok, conn(), [action()]} | {error, h3_error()}.


      


Encode and send headers on a request stream.
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          -spec send_response(conn(), nhttp_lib:stream_id(), nhttp_lib:headers(), iodata()) ->
                       {ok, conn(), [action()]} | {error, h3_error()}.


      


Encode and send a complete response (headers + body) on a request stream.
Combines the HEADERS and DATA frames into one send_fin action.
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Record the peer address on the connection. Called once after the QUIC
connection is established so server-built nhttp_lib:request/0 maps and
client-built nhttp_lib:response/0 events carry the correct remote peer.

  



  
    
      
    
    
      stream_opened/3



        
          
        

    

  


  

      

          -spec stream_opened(conn(), nhttp_lib:stream_id(), bidi | uni) -> {ok, conn()} | {error, h3_error()}.


      


Notify that the peer opened a new stream.
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Handle a peer stream reset.
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HTTP/2 binary frame encoding and decoding.
This module implements the RFC 9113 Section 4 to 6 binary framing layer.
Decoding
case nhttp_h2_frame:decode(Data) of
    {ok, Frame, Rest} -> handle_frame(Frame), decode(Rest);
    {more, MinBytes} -> wait_for_data(MinBytes);
    {error, Error} -> handle_error(Error)
end.
Encoding
{ok, Frame} = nhttp_h2_frame:headers(StreamId, fin, fin, HeaderBlock),
ok = ssl:send(Socket, Frame).
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        Encode a stream-level WINDOW_UPDATE frame.



    





      


      
        Types


        


  
    
      
    
    
      decode_all_result()



        
          
        

    

  


  

      

          -type decode_all_result() :: {ok, [t()], BytesConsumed :: non_neg_integer()} | {error, decode_error()}.
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          {data, nhttp_lib:stream_id(), nhttp_h2:fin(), Payload :: binary()} |
          {headers, nhttp_lib:stream_id(), nhttp_h2:fin(), nhttp_h2:fin(), HeaderBlock :: binary()} |
          {headers,
           nhttp_lib:stream_id(),
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           HeaderBlock :: binary()} |
          {ping, OpaqueData :: binary()} |
          {ping_ack, OpaqueData :: binary()} |
          {goaway, LastStreamId :: nhttp_lib:stream_id(), nhttp_h2:error_code(), DebugData :: binary()} |
          {window_update, Increment :: pos_integer()} |
          {window_update, nhttp_lib:stream_id(), Increment :: pos_integer()} |
          {continuation, nhttp_lib:stream_id(), nhttp_h2:fin(), HeaderBlock :: binary()} |
          {unknown, Type :: non_neg_integer()} |
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          -spec continuation(StreamId, EndHeaders, HeaderBlock) -> {ok, iodata()}
                      when
                          StreamId :: nhttp_lib:stream_id(),
                          EndHeaders :: nhttp_h2:fin(),
                          HeaderBlock :: iodata().


      


Encode a CONTINUATION frame.

  



  
    
      
    
    
      data(StreamId, EndStream, Payload)



        
          
        

    

  


  

      

          -spec data(StreamId, EndStream, Payload) -> {ok, iodata()}
              when StreamId :: nhttp_lib:stream_id(), EndStream :: nhttp_h2:fin(), Payload :: iodata().


      


Encode a DATA frame.
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          -spec decode(Data :: binary()) -> decode_result().


      


Decode a single frame from binary data. Returns {ok, Frame, BytesConsumed} where BytesConsumed is the number of bytes consumed from the input. Use split_at/2 to get the remaining buffer. Uses default max frame size (16384 bytes).
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          -spec decode(Data :: binary(), MaxFrameSize :: pos_integer()) -> decode_result().


      


Decode a single frame with custom max frame size. The max frame size should come from peer's SETTINGS_MAX_FRAME_SIZE.
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          -spec decode_all(binary()) -> decode_all_result().


      


Decode all complete frames from binary data. Returns {ok, Frames, BytesConsumed} with list of decoded frames.

  



  
    
      
    
    
      decode_settings_payload(Payload)



        
          
        

    

  


  

      

          -spec decode_settings_payload(binary()) -> {ok, nhttp_h2:settings()} | {error, decode_error()}.


      


Decode settings payload (for use in connection layer).
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          -spec goaway(LastStreamId, ErrorCode, DebugData) -> {ok, iodata()}
                when
                    LastStreamId :: nhttp_lib:stream_id(),
                    ErrorCode :: nhttp_h2:error_code(),
                    DebugData :: iodata().


      


Encode a GOAWAY frame.
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          -spec headers(StreamId, EndStream, EndHeaders, HeaderBlock) -> {ok, iodata()}
                 when
                     StreamId :: nhttp_lib:stream_id(),
                     EndStream :: nhttp_h2:fin(),
                     EndHeaders :: nhttp_h2:fin(),
                     HeaderBlock :: iodata().


      


Encode a HEADERS frame without priority.
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          -spec headers(StreamId, EndStream, EndHeaders, Priority, HeaderBlock) -> {ok, iodata()}
                 when
                     StreamId :: nhttp_lib:stream_id(),
                     EndStream :: nhttp_h2:fin(),
                     EndHeaders :: nhttp_h2:fin(),
                     Priority :: nhttp_h2:priority(),
                     HeaderBlock :: iodata().


      


Encode a HEADERS frame with priority.

  



  
    
      
    
    
      headers_with_continuation(StreamId, EndStream, HeaderBlock, MaxFrameSize)



        
          
        

    

  


  

      

          -spec headers_with_continuation(StreamId, EndStream, HeaderBlock, MaxFrameSize) -> {ok, iodata()}
                                   when
                                       StreamId :: nhttp_lib:stream_id(),
                                       EndStream :: nhttp_h2:fin(),
                                       HeaderBlock :: iodata(),
                                       MaxFrameSize :: pos_integer().


      


Split header block into HEADERS + CONTINUATION frames if needed.
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          -spec ping(OpaqueData :: binary()) -> {ok, binary()}.


      


Encode a PING frame.
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          -spec ping_ack(OpaqueData :: binary()) -> {ok, binary()}.


      


Encode a PING acknowledgment.
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          -spec preface() -> {ok, binary()}.


      


HTTP/2 connection preface magic string.
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          -spec priority(StreamId, Priority) -> {ok, iodata()}
                  when StreamId :: nhttp_lib:stream_id(), Priority :: nhttp_h2:priority().


      


Encode a PRIORITY frame.
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          -spec push_promise(StreamId, PromisedStreamId, EndHeaders, HeaderBlock) -> {ok, iodata()}
                      when
                          StreamId :: nhttp_lib:stream_id(),
                          PromisedStreamId :: nhttp_lib:stream_id(),
                          EndHeaders :: nhttp_h2:fin(),
                          HeaderBlock :: iodata().


      


Encode a PUSH_PROMISE frame.
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          -spec rst_stream(StreamId, ErrorCode) -> {ok, binary()}
                    when StreamId :: nhttp_lib:stream_id(), ErrorCode :: nhttp_h2:error_code().


      


Encode a RST_STREAM frame.
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          -spec settings(Settings :: nhttp_h2:settings()) -> {ok, iodata()}.


      


Encode a SETTINGS frame.

  



  
    
      
    
    
      settings_ack()



        
          
        

    

  


  

      

          -spec settings_ack() -> {ok, binary()}.


      


Encode a SETTINGS acknowledgment.
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          -spec split_at(binary(), non_neg_integer()) -> binary().


      


Split buffer at position, returning the remainder.
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          -spec window_update(Increment :: pos_integer()) -> {ok, binary()}.


      


Encode a connection-level WINDOW_UPDATE frame.
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          -spec window_update(StreamId, Increment) -> {ok, binary()}
                       when StreamId :: nhttp_lib:stream_id(), Increment :: pos_integer().


      


Encode a stream-level WINDOW_UPDATE frame.
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HTTP/3 binary frame encoding and decoding.
Implements RFC 9114 Section 7. Each HTTP/3 frame consists of:
Type (varint) | Length (varint) | Payload (Length bytes)
Unlike HTTP/2's fixed 9-byte header, HTTP/3 uses QUIC variable-length
integers for both type and length fields.
Frame types 0x02, 0x06, 0x08, 0x09 are forbidden in HTTP/3 (reserved
from HTTP/2). Receiving them is a connection error (H3_FRAME_UNEXPECTED).
Unknown frame types in the grease range (0x1f * N + 0x21) must be
silently ignored. All other unknown types must also be ignored per
RFC 9114 Section 9.
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        cancel_push(PushId)

      


        Encode a CANCEL_PUSH frame.



    


    
      
        data(Payload)

      


        Encode a DATA frame.



    


    
      
        decode(Bin)

      


        Decode a single HTTP/3 frame. Returns the unparsed tail on success.



    


    
      
        goaway(Id)

      


        Encode a GOAWAY frame.



    


    
      
        headers(FieldSection)

      


        Encode a HEADERS frame (payload is raw QPACK-encoded bytes).



    


    
      
        max_push_id(PushId)

      


        Encode a MAX_PUSH_ID frame.



    


    
      
        push_promise(PushId, FieldSection)

      


        Encode a PUSH_PROMISE frame.
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        Encode a SETTINGS frame.
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          -type decode_error() :: h3_frame_unexpected | h3_frame_error | h3_settings_error.
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          -type decode_result() :: {ok, t(), Rest :: binary()} | {more, pos_integer()} | {error, decode_error()}.
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          -type h3_settings() ::
          #{max_field_section_size => non_neg_integer() | infinity,
            qpack_max_table_capacity => non_neg_integer(),
            qpack_blocked_streams => non_neg_integer(),
            enable_connect_protocol => boolean()}.
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          -type t() ::
          {data, binary()} |
          {headers, binary()} |
          {cancel_push, PushId :: non_neg_integer()} |
          {settings, h3_settings()} |
          {push_promise, PushId :: non_neg_integer(), FieldSection :: binary()} |
          {goaway, Id :: non_neg_integer()} |
          {max_push_id, PushId :: non_neg_integer()} |
          {unknown, Type :: non_neg_integer(), Payload :: binary()}.
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          -spec cancel_push(non_neg_integer()) -> {ok, iodata()}.


      


Encode a CANCEL_PUSH frame.
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          -spec data(iodata()) -> {ok, iodata()}.


      


Encode a DATA frame.
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          -spec decode(binary()) -> decode_result().


      


Decode a single HTTP/3 frame. Returns the unparsed tail on success.

  



  
    
      
    
    
      goaway(Id)



        
          
        

    

  


  

      

          -spec goaway(non_neg_integer()) -> {ok, iodata()}.


      


Encode a GOAWAY frame.

  



  
    
      
    
    
      headers(FieldSection)



        
          
        

    

  


  

      

          -spec headers(iodata()) -> {ok, iodata()}.


      


Encode a HEADERS frame (payload is raw QPACK-encoded bytes).

  



  
    
      
    
    
      max_push_id(PushId)



        
          
        

    

  


  

      

          -spec max_push_id(non_neg_integer()) -> {ok, iodata()}.


      


Encode a MAX_PUSH_ID frame.

  



  
    
      
    
    
      push_promise(PushId, FieldSection)



        
          
        

    

  


  

      

          -spec push_promise(non_neg_integer(), iodata()) -> {ok, iodata()}.


      


Encode a PUSH_PROMISE frame.

  



  
    
      
    
    
      settings(Settings)



        
          
        

    

  


  

      

          -spec settings(h3_settings()) -> {ok, iodata()}.


      


Encode a SETTINGS frame.
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HPACK header compression for HTTP/2 (RFC 7541).
This module implements the HPACK header compression format used by
HTTP/2. It provides stateful encoding and decoding of header fields
using static and dynamic tables.
Usage
{ok, EncState0} = nhttp_hpack:new(),
{ok, DecState0} = nhttp_hpack:new(),

Headers = [{<<":method">>, <<"GET">>}, {<<":path">>, <<"/">>}],
{ok, HeaderBlock, EncState1} = nhttp_hpack:encode(Headers, EncState0),

{ok, DecodedHeaders, DecState1} = nhttp_hpack:decode(HeaderBlock, DecState0).
Field names on encode
encode/2 and encode/3 write every field name in lowercase. RFC 9113 §8.2
requires that a field name is converted to lowercase when an HTTP/2 message is
constructed, and RFC 9113 §8.2.1 makes an uppercase name on the wire malformed.
The conversion is silent: the return type does not change, and the caller reads
no report of it.
A name that already holds no octet in 0x41-0x5A costs one scan and no
allocation. The lowercase name is what the static table lookup reads, what the
literal representation writes and what the dynamic table holds, so the octets in
the table and the octets on the wire agree.
Field validity on decode
Every field name and every field value that arrives as a literal is read
against the minimal rule of RFC 9113 §8.2.1. A block that carries such a
field returns {invalid_field, Reason, NewState}, which is apart from the
{error, Reason} of an HPACK failure: RFC 9113 §8.1.1 makes a malformed
field a stream error, where RFC 9113 §4.3 makes a decode failure a
connection error.
The block runs to its end either way. RFC 9113 §4.3 makes an endpoint
decompress a field block even when it discards the frames, so NewState
carries every dynamic table update that the block asks for. A decoder that
skips the update of a refused field falls out of step with the peer encoder,
and every later block on that connection then decodes to the wrong field.
An entry therefore holds the verdict on its field, read once at insert. A
field that arrives by index carries that verdict out again and needs no
second read of the octets. The verdict names the part that failed, so a
field that reuses the name by index drops a verdict against the value and
reads a fresh value from the wire.
Indexing policy
new/2 takes a policy that names the fields the encoder keeps out of the
dynamic table. RFC 7541 §6.2 gives three literal representations, and the
policy selects one for each field name:
	A name in neither list uses literal with incremental indexing (§6.2.1).
The field enters the dynamic table of both endpoints.
	A name in no_index uses literal without indexing (§6.2.2). The field
enters no table on this hop. Use it for a value that differs on every
request. Such a value costs a table entry that no later request reuses.
	A name in never_index uses literal never indexed (§6.2.3). Every
intermediary keeps this form on every later hop. Use it for a secret:
RFC 7541 §7.1 shows how an attacker who places values in the same block
and reads the compressed size recovers an indexed secret, and §7.1.3
names this form as the mitigation.

A name in both lists resolves to never_index. The policy holds every name
in lowercase. A name with a static entry keeps its static name reference
under both literal forms. The default of new/0 and new/1 is the empty
policy, which changes no byte of output.
The dynamic table evicts in insertion order (§4.4). One field that differs
on every request and still inserts pushes every constant entry out once
the table fills, and the encoder then re-emits the constant fields as
literals. A no_index list must therefore name every such field.
A client that shares a connection between principals, or that compresses
a value an attacker controls in the same block as a credential, puts
authorization, cookie and proxy-authorization in never_index. A
client with one principal on a TLS connection and no attacker-controlled
value in the block can leave a constant credential indexed and put the
fields that differ on every request in no_index.
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        decode_result()

      


        The outcome of a header block decode.



    


    
      
        encode_opts()

      


    


    
      
        field_error()

      


        A field that breaks the minimal rule of RFC 9113 §8.2.1.



    


    
      
        headers()

      


    


    
      
        index_policy()

      


        The field names that the encoder keeps out of the dynamic table.



    


    
      
        state()

      


        The dynamic table of one HPACK endpoint.



    





  
    Functions
  


    
      
        decode(Data, State)

      


        Decode a header block.
See decode/3 for the invalid_field return.



    


    
      
        decode(Data, State, Opts)

      


        Decode a header block, aborting with {error, header_list_too_large} once
the cumulative decoded list size exceeds max_list_size. The check matches
the RFC 9113 §10.5.1 octet count (name + value + 32 per entry).



    


    
      
        encode(Headers, State)

      


        Encode headers without Huffman encoding.



    


    
      
        encode(Headers, State, Opts)

      


        Encode headers with options.



    


    
      
        is_empty(State)

      


        Check if the dynamic table is empty.



    


    
      
        new()

      


        Create a new HPACK state with default max size (4096 bytes).



    


    
      
        new(MaxSize)

      


        Create a new HPACK state with specified max size.



    


    
      
        new(MaxSize, Policy)

      


        Create a new HPACK encoder state with a max size and an indexing policy.



    


    
      
        set_max_table_size(MaxSize, State)

      


        Update the maximum table size (from SETTINGS_HEADER_TABLE_SIZE). Immediately evicts entries if the new size is smaller than current table size.



    


    
      
        table_entries(State)

      


        Get the number of live entries in the dynamic table.



    


    
      
        table_size(State)

      


        Get the current dynamic table size in bytes.
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      decode_error()



        
          
        

    

  


  

      

          -type decode_error() ::
          dynamic_table_size_exceeded | invalid_table_index | integer_overflow | invalid_huffman |
          incomplete_header_block | header_list_too_large |
          field_error().


      



  



  
    
      
    
    
      decode_opts()



        
          
        

    

  


  

      

          -type decode_opts() :: #{max_list_size => pos_integer() | infinity}.


      



  



  
    
      
    
    
      decode_result()



        
          
        

    

  


  

      

          -type decode_result() ::
          {ok, headers(), state()} | {invalid_field, field_error(), state()} | {error, decode_error()}.


      


The outcome of a header block decode.
{invalid_field, Reason, NewState} reports a field that breaks RFC 9113
§8.2.1. The block decompressed, and NewState carries every dynamic table
update that the block asks for, because RFC 9113 §4.3 makes an endpoint
decompress a field block even when it discards the frames. The caller keeps
NewState and treats the message as malformed, a stream error of type
PROTOCOL_ERROR (RFC 9113 §8.1.1).
{error, Reason} reports a decode failure. The block did not decompress,
the state is unusable, and RFC 9113 §4.3 makes this a connection error of
type COMPRESSION_ERROR.

  



  
    
      
    
    
      encode_opts()



        
          
        

    

  


  

      

          -type encode_opts() :: #{huffman => boolean()}.


      



  



  
    
      
    
    
      field_error()



        
          
        

    

  


  

      

          -type field_error() :: uppercase_header_name | invalid_header_name | invalid_header_value.


      


A field that breaks the minimal rule of RFC 9113 §8.2.1.
uppercase_header_name names the case that the RFC lists apart from the
other invalid name characters.
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          -type headers() :: [{Name :: binary(), Value :: binary()}].


      



  



  
    
      
    
    
      index_policy()



        
          
        

    

  


  

      

          -type index_policy() :: #{never_index => [binary()], no_index => [binary()]}.


      


The field names that the encoder keeps out of the dynamic table.
no_index selects literal without indexing (RFC 7541 §6.2.2) and
never_index selects literal never indexed (RFC 7541 §6.2.3). A name in
neither list uses literal with incremental indexing (RFC 7541 §6.2.1). See
the module documentation for the choice between the two lists.
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          -opaque state()


      


The dynamic table of one HPACK endpoint.
full_index and name_index hold keys for live entries only. An eviction
removes the keys that bind to the evicted sequence, so the two indexes stay
bounded by the table size.
policy holds the lowercased names of index_policy/0 with the literal
form each one selects. The encoder reads it on the two literal arms only.

  


        

      

      
        Functions


        


  
    
      
    
    
      decode(Data, State)



        
          
        

    

  


  

      

          -spec decode(Data :: binary(), State :: state()) -> decode_result().


      


Decode a header block.
See decode/3 for the invalid_field return.

  



  
    
      
    
    
      decode(Data, State, Opts)



        
          
        

    

  


  

      

          -spec decode(Data :: binary(), State :: state(), Opts :: decode_opts()) -> decode_result().


      


Decode a header block, aborting with {error, header_list_too_large} once
the cumulative decoded list size exceeds max_list_size. The check matches
the RFC 9113 §10.5.1 octet count (name + value + 32 per entry).

  



  
    
      
    
    
      encode(Headers, State)



        
          
        

    

  


  

      

          -spec encode(Headers :: headers(), State :: state()) -> {ok, iodata(), state()}.


      


Encode headers without Huffman encoding.

  



  
    
      
    
    
      encode(Headers, State, Opts)



        
          
        

    

  


  

      

          -spec encode(Headers :: headers(), State :: state(), Opts :: encode_opts()) -> {ok, iodata(), state()}.


      


Encode headers with options.
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          -spec is_empty(State :: state()) -> boolean().


      


Check if the dynamic table is empty.
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          -spec new() -> {ok, state()}.


      


Create a new HPACK state with default max size (4096 bytes).

  



  
    
      
    
    
      new(MaxSize)



        
          
        

    

  


  

      

          -spec new(MaxSize :: non_neg_integer()) -> {ok, state()}.


      


Create a new HPACK state with specified max size.

  



  
    
      
    
    
      new(MaxSize, Policy)



        
          
        

    

  


  

      

          -spec new(MaxSize :: non_neg_integer(), Policy :: index_policy()) -> {ok, state()}.


      


Create a new HPACK encoder state with a max size and an indexing policy.
The policy names the fields that never enter the dynamic table. See the
module documentation for the two literal forms and the sets that fit a
deployment. A name in both lists resolves to never_index, and every name
is lowercased.

  



  
    
      
    
    
      set_max_table_size(MaxSize, State)



        
          
        

    

  


  

      

          -spec set_max_table_size(MaxSize :: non_neg_integer(), State :: state()) -> {ok, state()}.


      


Update the maximum table size (from SETTINGS_HEADER_TABLE_SIZE). Immediately evicts entries if the new size is smaller than current table size.

  



  
    
      
    
    
      table_entries(State)



        
          
        

    

  


  

      

          -spec table_entries(State :: state()) -> non_neg_integer().


      


Get the number of live entries in the dynamic table.

  



  
    
      
    
    
      table_size(State)



        
          
        

    

  


  

      

          -spec table_size(State :: state()) -> non_neg_integer().


      


Get the current dynamic table size in bytes.
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Static Huffman encoder/decoder for HPACK (RFC 7541 Appendix B).
This module implements the static Huffman table used by HPACK for
HTTP/2 header compression. The code table gives the shortest codes to
the ASCII characters that are common in HTTP header values.
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        decode(Data)

      


        Decode a complete Huffman-encoded binary.
The input is a whole number of octets terminated by EOS padding (1-7
all-ones bits) to the byte boundary, as required by RFC 7541 Section
5.2. Returns {ok, Decoded}, or {error, invalid_huffman} if the
encoding is invalid (a non-all-ones or over-long pad, or an invalid
code).



    


    
      
        encode(Data)

      


        Encode a binary using the HPACK Huffman table.
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          -type decode_error() :: invalid_huffman.
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      decode(Data)



        
          
        

    

  


  

      

          -spec decode(Data :: binary()) -> {ok, Decoded :: binary()} | {error, decode_error()}.


      


Decode a complete Huffman-encoded binary.
The input is a whole number of octets terminated by EOS padding (1-7
all-ones bits) to the byte boundary, as required by RFC 7541 Section
5.2. Returns {ok, Decoded}, or {error, invalid_huffman} if the
encoding is invalid (a non-all-ones or over-long pad, or an invalid
code).

  



  
    
      
    
    
      encode(Data)



        
          
        

    

  


  

      

          -spec encode(Data :: binary()) -> binary().


      


Encode a binary using the HPACK Huffman table.
The encoded binary is padded with EOS (all 1s) to the next byte boundary
as required by RFC 7541 Section 5.2.
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QPACK header compression for HTTP/3 (RFC 9204).
Public API facade that delegates to the encoder and decoder state
machines. Provides a symmetric interface for encoding and decoding
field sections on request/push streams, and feeding control stream
data in both directions.
Encoder usage
{ok, Enc0} = nhttp_qpack:new_encoder(#{
    max_table_capacity => 4096,
    max_blocked_streams => 100
}),
Headers = [{<<":method">>, <<"GET">>}, {<<":path">>, <<"/">>}],
{ok, Enc1, EncStreamData, FieldData} =
    nhttp_qpack:encode_field_section(Enc0, 0, Headers).
Decoder usage
{ok, Dec0} = nhttp_qpack:new_decoder(#{
    max_table_capacity => 4096,
    max_blocked_streams => 100
}),
{ok, Dec1, DecStreamData, FieldLines} =
    nhttp_qpack:decode_field_section(Dec0, 0, FieldData).
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        encoder()

      


    


    
      
        encoder_config()

      


    


    
      
        field_line()

      


    





  
    Functions
  


    
      
        decode_field_section(Decoder, StreamId, Data)

      


        Decode an encoded field section from a request or push stream.
Returns {ok, Decoder, DecoderStreamData, FieldLines} on success,
{blocked, Decoder} when the field section references entries not
yet received on the encoder stream, or {error, Reason} on failure.
A field name or a field value that breaks the rule of RFC 9113 §8.2.1,
which RFC 9114 §4.1.2 repeats, is refused as the
nhttp_qpack_decoder:field_error/0 shape. RFC 9114 §4.1.2 makes that a
stream error of type H3_MESSAGE_ERROR, where every other error here is a
connection error.



    


    
      
        encode_field_section(Encoder, StreamId, Headers)

      


        Encode a field section for the given stream.



    


    
      
        feed_decoder_stream(Encoder, Data)

      


        Feed decoder stream data into the encoder.
Processes section acknowledgments, stream cancellations, and insert
count increments from the decoder.



    


    
      
        feed_encoder_stream(Decoder, Data)

      


        Feed encoder stream data into the decoder.
Processes encoder instructions (table insertions, capacity changes,
duplications) and unblocks any streams whose required insert count
is now satisfied.
Returns {ok, Decoder, UnblockedResults} where UnblockedResults
is a list of {StreamId, DecoderStreamData, FieldLines} tuples
for streams that became unblocked.
An instruction that carries an invalid field name or an invalid field value
is refused, and the entry does not enter the dynamic table. RFC 9204 §2.2.3
makes an error on the encoder stream a connection error of type
QPACK_ENCODER_STREAM_ERROR.



    


    
      
        new_decoder(Config)

      


        Create a new QPACK decoder.



    


    
      
        new_encoder(Config)

      


        Create a new QPACK encoder.



    


    
      
        reconcile_peer_limits(PeerMaxCap, PeerMaxBlocked, Encoder)

      


        Reconcile the encoder against the peer's advertised QPACK limits
(SETTINGS_QPACK_MAX_TABLE_CAPACITY and SETTINGS_QPACK_BLOCKED_STREAMS).
Call once when the peer's HTTP/3 SETTINGS are received. See
nhttp_qpack_encoder:reconcile_peer_limits/3.
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          -type decoder() :: nhttp_qpack_decoder:state().


      



  



  
    
      
    
    
      decoder_config()



        
          
        

    

  


  

      

          -type decoder_config() :: nhttp_qpack_decoder:config().
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          -type encoder() :: nhttp_qpack_encoder:state().


      



  



  
    
      
    
    
      encoder_config()



        
          
        

    

  


  

      

          -type encoder_config() :: nhttp_qpack_encoder:config().


      



  



  
    
      
    
    
      field_line()



        
          
        

    

  


  

      

          -type field_line() :: {binary(), binary()}.
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      decode_field_section(Decoder, StreamId, Data)



        
          
        

    

  


  

      

          -spec decode_field_section(decoder(), nhttp_lib:stream_id(), binary()) ->
                              {ok, decoder(), iodata(), [field_line()]} |
                              {blocked, decoder()} |
                              {error, term()}.


      


Decode an encoded field section from a request or push stream.
Returns {ok, Decoder, DecoderStreamData, FieldLines} on success,
{blocked, Decoder} when the field section references entries not
yet received on the encoder stream, or {error, Reason} on failure.
A field name or a field value that breaks the rule of RFC 9113 §8.2.1,
which RFC 9114 §4.1.2 repeats, is refused as the
nhttp_qpack_decoder:field_error/0 shape. RFC 9114 §4.1.2 makes that a
stream error of type H3_MESSAGE_ERROR, where every other error here is a
connection error.

  



  
    
      
    
    
      encode_field_section(Encoder, StreamId, Headers)



        
          
        

    

  


  

      

          -spec encode_field_section(encoder(), nhttp_lib:stream_id(), [field_line()]) ->
                              {ok, encoder(), iodata(), iodata()}.


      


Encode a field section for the given stream.
Returns encoder stream data (to send on the encoder unidirectional
stream) and field section data (to send on the request stream).

  



  
    
      
    
    
      feed_decoder_stream(Encoder, Data)



        
          
        

    

  


  

      

          -spec feed_decoder_stream(encoder(), binary()) -> {ok, encoder()} | {error, term()}.


      


Feed decoder stream data into the encoder.
Processes section acknowledgments, stream cancellations, and insert
count increments from the decoder.

  



  
    
      
    
    
      feed_encoder_stream(Decoder, Data)



        
          
        

    

  


  

      

          -spec feed_encoder_stream(decoder(), binary()) ->
                             {ok, decoder(), [{nhttp_lib:stream_id(), iodata(), [field_line()]}]} |
                             {error, term()}.


      


Feed encoder stream data into the decoder.
Processes encoder instructions (table insertions, capacity changes,
duplications) and unblocks any streams whose required insert count
is now satisfied.
Returns {ok, Decoder, UnblockedResults} where UnblockedResults
is a list of {StreamId, DecoderStreamData, FieldLines} tuples
for streams that became unblocked.
An instruction that carries an invalid field name or an invalid field value
is refused, and the entry does not enter the dynamic table. RFC 9204 §2.2.3
makes an error on the encoder stream a connection error of type
QPACK_ENCODER_STREAM_ERROR.

  



  
    
      
    
    
      new_decoder(Config)



        
          
        

    

  


  

      

          -spec new_decoder(decoder_config()) -> {ok, decoder()}.


      


Create a new QPACK decoder.

  



  
    
      
    
    
      new_encoder(Config)



        
          
        

    

  


  

      

          -spec new_encoder(encoder_config()) -> {ok, encoder()}.


      


Create a new QPACK encoder.

  



  
    
      
    
    
      reconcile_peer_limits(PeerMaxCap, PeerMaxBlocked, Encoder)



        
          
        

    

  


  

      

          -spec reconcile_peer_limits(non_neg_integer(), non_neg_integer(), encoder()) -> encoder().


      


Reconcile the encoder against the peer's advertised QPACK limits
(SETTINGS_QPACK_MAX_TABLE_CAPACITY and SETTINGS_QPACK_BLOCKED_STREAMS).
Call once when the peer's HTTP/3 SETTINGS are received. See
nhttp_qpack_encoder:reconcile_peer_limits/3.
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QPACK decoder state machine (RFC 9204 Section 2.2).
Processes encoded field sections and encoder stream instructions.
Maintains the dynamic table, handles blocked streams, and emits
decoder instructions (section acknowledgments, insert count
increments) back to the encoder.
The decoder receives:
	Encoded field sections on request/push streams via
decode_field_section/3
	Encoder stream data via feed_encoder_stream/2

When a field section references a dynamic table entry that has not
yet been inserted, the stream is blocked until the encoder stream
delivers the missing entries.
Every field name and every field value that arrives as a literal is read
against the rule of RFC 9113 §8.2.1, which RFC 9114 §4.1.2 repeats. A
refusal returns field_error/0, which is outside the decompression error
set, because the two carry different severity: RFC 9114 §4.1.2 makes a
malformed field a stream error, and RFC 9204 §2.2 makes a decompression
failure a connection error. An invalid field never enters the dynamic table,
so a name or a value that arrives as a table index needs no second read.
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        field_error()

      


        A field that arrived from the peer breaks the rule of RFC 9113 §8.2.1, which
RFC 9114 §4.1.2 repeats for HTTP/3. The third element is the field name, so
that a caller can name the offending field in its diagnostic.
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        state()

      


    


    
      
        unblocked_result()

      


    





  
    Functions
  


    
      
        decode_field_section(State, StreamId, Data)

      


        Decode an encoded field section from a request or push stream.



    


    
      
        feed_encoder_stream(State, Data)

      


        Feed encoder stream data into the decoder.
Processes encoder instructions (table insertions, capacity changes,
duplications) and unblocks any streams whose required insert count
is now satisfied.
Returns {ok, NewState, UnblockedResults} where UnblockedResults
is a list of {StreamId, DecoderStreamData, FieldLines} tuples
for streams that became unblocked.



    


    
      
        new(Config)

      


        Create a new QPACK decoder with the given configuration.
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          -type config() :: #{max_table_capacity => non_neg_integer(), max_blocked_streams => non_neg_integer()}.


      



  



  
    
      
    
    
      field_error()



        
          
        

    

  


  

      

          -type field_error() :: {invalid_field, field_reason(), binary()}.


      


A field that arrived from the peer breaks the rule of RFC 9113 §8.2.1, which
RFC 9114 §4.1.2 repeats for HTTP/3. The third element is the field name, so
that a caller can name the offending field in its diagnostic.
This shape is deliberately outside the decompression error set. RFC 9114
§4.1.2 makes a malformed field a stream error of type H3_MESSAGE_ERROR, where
a decompression failure is a connection error of type
QPACK_DECOMPRESSION_FAILED (RFC 9204 §2.2).
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          -type field_line() :: {binary(), binary()}.
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          -type field_reason() :: nhttp_headers:field_name_error() | nhttp_headers:field_value_error().
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          -opaque state()


      



  



  
    
      
    
    
      unblocked_result()



        
          
        

    

  


  

      

          -type unblocked_result() :: {nhttp_lib:stream_id(), iodata(), [field_line()]}.
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      decode_field_section(State, StreamId, Data)



        
          
        

    

  


  

      

          -spec decode_field_section(state(), nhttp_lib:stream_id(), binary()) ->
                              {ok, state(), iodata(), [field_line()]} |
                              {blocked, state()} |
                              {error, term()}.


      


Decode an encoded field section from a request or push stream.
Returns {ok, NewState, DecoderStreamData, FieldLines} on success,
{blocked, NewState} when the required insert count exceeds the
current insert count, or {error, Reason} on failure.
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          -spec feed_encoder_stream(state(), binary()) -> {ok, state(), [unblocked_result()]} | {error, term()}.


      


Feed encoder stream data into the decoder.
Processes encoder instructions (table insertions, capacity changes,
duplications) and unblocks any streams whose required insert count
is now satisfied.
Returns {ok, NewState, UnblockedResults} where UnblockedResults
is a list of {StreamId, DecoderStreamData, FieldLines} tuples
for streams that became unblocked.

  



  
    
      
    
    
      new(Config)



        
          
        

    

  


  

      

          -spec new(config()) -> {ok, state()}.


      


Create a new QPACK decoder with the given configuration.
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QPACK encoder state machine (RFC 9204 Section 2.1).
Converts field sections into compressed representations using the QPACK
header compression format for HTTP/3. The encoder maintains a dynamic
table, generates encoder stream instructions for table modifications,
and produces encoded field section data for request streams.
Field names
encode_field_section/3 writes every field name in lowercase. RFC 9114 §4.2
requires that characters in field names are converted to lowercase before their
encoding, and RFC 9114 §4.1.2 makes an uppercase name malformed. The conversion
is silent: the return type does not change, and the caller reads no report of
it.
A name that already holds no octet in 0x41-0x5A costs one scan and no
allocation. The lowercase name is what the static table lookup reads, what the
literal representation writes, what the encoder stream instruction carries and
what the dynamic table holds. All four name the same octets.
The implementation uses a conservative encoding strategy following
Appendix C of RFC 9204: static table lookups are always preferred,
dynamic table entries are only referenced when safely below the Known
Received Count (no risk of blocking), and new entries are inserted
eagerly when table capacity allows.
Usage
{ok, Enc0} = nhttp_qpack_encoder:new(#{
    max_table_capacity => 4096,
    max_blocked_streams => 100
}),

Headers = [{<<":method">>, <<"GET">>}, {<<":path">>, <<"/">>}],
{ok, Enc1, EncStreamData, FieldData} =
    nhttp_qpack_encoder:encode_field_section(Enc0, 0, Headers),


DecoderData = ...,
{ok, Enc2} = nhttp_qpack_encoder:feed_decoder_stream(Enc1, DecoderData).

      


      
        Summary


  
    Types
  


    
      
        config()

      


    


    
      
        state()

      


    





  
    Functions
  


    
      
        encode_field_section(State0, StreamId, Headers)

      


        Encode a field section for the given stream.



    


    
      
        feed_decoder_stream(State, Data)

      


        Process decoder instructions received on the decoder stream.
Handles section acknowledgments, stream cancellations, and insert
count increments. Partial instructions are buffered (returns the
current state unchanged).



    


    
      
        new(Config)

      


        Create a new encoder with the given configuration.



    


    
      
        reconcile_peer_limits(PeerMaxCap, PeerMaxBlocked, State)

      


        Reconcile the encoder against the peer's advertised QPACK limits
(RFC 9204 Section 3.2.3). The peer is the decoder of the field
sections this encoder produces, so the effective dynamic-table
capacity is bounded by min(configured ceiling, peer advertised), and
the encoder must never reference more than the peer's advertised
blocked-stream budget. max_entries for the field-section prefix is
fixed by the peer's advertised capacity (Section 4.5.1.1), independent
of how much of the table this encoder chooses to use.
Arms the Set Dynamic Table Capacity instruction so the next encode
announces the effective capacity on the encoder stream before any
reference to a dynamic entry. Capacity 0 (the QPACK default, e.g. a
peer that does not advertise the setting) leaves the encoder dormant:
all field lines stay static-or-literal and no encoder-stream
instructions are emitted.



    





      


      
        Types


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          -type config() ::
          #{max_table_capacity => non_neg_integer(),
            configured_max_capacity => non_neg_integer(),
            max_blocked_streams => non_neg_integer(),
            configured_max_blocked => non_neg_integer(),
            huffman => boolean()}.


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          -opaque state()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      encode_field_section(State0, StreamId, Headers)



        
          
        

    

  


  

      

          -spec encode_field_section(state(), nhttp_lib:stream_id(), [{binary(), binary()}]) ->
                              {ok, state(), iodata(), iodata()}.


      


Encode a field section for the given stream.
Returns encoder stream data (instructions for the decoder's dynamic
table) and field section data (the prefix plus encoded representations
to send on the request stream).

  



  
    
      
    
    
      feed_decoder_stream(State, Data)



        
          
        

    

  


  

      

          -spec feed_decoder_stream(state(), binary()) -> {ok, state()} | {error, term()}.


      


Process decoder instructions received on the decoder stream.
Handles section acknowledgments, stream cancellations, and insert
count increments. Partial instructions are buffered (returns the
current state unchanged).

  



  
    
      
    
    
      new(Config)



        
          
        

    

  


  

      

          -spec new(config()) -> {ok, state()}.


      


Create a new encoder with the given configuration.

  



  
    
      
    
    
      reconcile_peer_limits(PeerMaxCap, PeerMaxBlocked, State)



        
          
        

    

  


  

      

          -spec reconcile_peer_limits(non_neg_integer(), non_neg_integer(), state()) -> state().


      


Reconcile the encoder against the peer's advertised QPACK limits
(RFC 9204 Section 3.2.3). The peer is the decoder of the field
sections this encoder produces, so the effective dynamic-table
capacity is bounded by min(configured ceiling, peer advertised), and
the encoder must never reference more than the peer's advertised
blocked-stream budget. max_entries for the field-section prefix is
fixed by the peer's advertised capacity (Section 4.5.1.1), independent
of how much of the table this encoder chooses to use.
Arms the Set Dynamic Table Capacity instruction so the next encode
announces the effective capacity on the encoder stream before any
reference to a dynamic entry. Capacity 0 (the QPACK default, e.g. a
peer that does not advertise the setting) leaves the encoder dormant:
all field lines stay static-or-literal and no encoder-stream
instructions are emitted.

  


        

      


  

  
    
    nhttp_ws_frame - nhttp_lib v2.1.1
    
    

    


  
  

    
nhttp_ws_frame 
    



      
WebSocket per-frame codec (RFC 6455).
Pure encode and decode for a single WebSocket frame. Stateless. For
continuation reassembly and interleaved control frames, layer
nhttp_ws on top of this module.
Server-to-client frames are unmasked, client-to-server frames must be
masked (RFC 6455 §5.1).
Declared length cap
A frame header declares up to 2^63-1 payload bytes, and a decoder that
trusts that number asks its caller to buffer it. RFC 6455 §10.4 names
the threat: "a malicious endpoint can try to exhaust its peer's memory
... by sending either a single big frame (e.g., of size 2**60)".
Every decode function takes a frame_limits/0 map. When the declared
length is above max_frame_size, the decoder returns
{error, {frame_too_large, DeclaredLength}} at the moment the length is
read, before any payload is buffered. The caller closes with status 1009
(§7.4.1). The arities without a limits map do not cap.
The effective cap never drops below 125 bytes, because §5.5 makes that
length legal for every control frame and §5.5.1 uses it for the close
code and reason.

      


      
        Summary


  
    Types
  


    
      
        close_code()

      


    


    
      
        close_error()

      


    


    
      
        decode_result()

      


    


    
      
        encode_opts()

      


    


    
      
        frame_limits()

      


    


    
      
        frame_too_large()

      


    


    
      
        header_error()

      


    


    
      
        header_size()

      


    


    
      
        message_error()

      


    


    
      
        raw_decode_result()

      


    


    
      
        ws_message()

      


    


    
      
        ws_opcode()

      


    





  
    Functions
  


    
      
        decode(Data)

      


        Decode a masked WebSocket frame (client-to-server) with no cap on the
declared payload length. Equivalent to decode(Data, #{}).



    


    
      
        decode(Data, Limits)

      


        Decode a masked WebSocket frame (client-to-server).
Returns {ok, Message, Rest} on success, {more, MinBytes} if more
data is needed, or {error, Reason} on protocol violation.
A declared payload length above max_frame_size returns
{error, {frame_too_large, DeclaredLength}} before any payload is
buffered (RFC 6455 §10.4).



    


    
      
        decode_header(Data, Role, Limits)

      


        Parse the header of the frame at the start of Data.



    


    
      
        decode_raw/2

      


        Decode a raw frame with no cap on the declared payload length.
Equivalent to decode_raw(Data, Role, #{}).



    


    
      
        decode_raw/3

      


        Decode a raw frame, returning Fin, Opcode, Payload, Rest separately.
Used by the stateful message-level decoder for continuation reassembly.
The role argument selects masked (server) or unmasked (client) parsing.
A declared payload length above max_frame_size returns
{error, {frame_too_large, DeclaredLength}} before any payload is
buffered (RFC 6455 §10.4).



    


    
      
        decode_unmasked(Data)

      


        Decode an unmasked WebSocket frame (server-to-client) with no cap on the
declared payload length. Equivalent to decode_unmasked(Data, #{}).



    


    
      
        decode_unmasked(Data, Limits)

      


        Decode an unmasked WebSocket frame (server-to-client).
RFC 6455 §5.1: a server MUST NOT mask frames sent to clients.
A declared payload length above max_frame_size returns
{error, {frame_too_large, DeclaredLength}} before any payload is
buffered (RFC 6455 §10.4).



    


    
      
        encode(Message)

      


        Encode a WebSocket message as an unmasked frame (server-to-client).



    


    
      
        encode(Message, Opts)

      


        Encode a WebSocket message with options. The only option is
mask => boolean(), which defaults to false (server-to-client).



    


    
      
        encode_masked(Message)

      


        Encode a WebSocket message as a masked frame (client-to-server).



    


    
      
        opcode_to_complete_message/2

      


        Map a complete (FIN=1) frame's opcode and payload to a ws_message/0.
Text payloads are validated as UTF-8 (RFC 6455 §5.6 / §8.1).
Close payloads are validated against the reserved-code ranges of
RFC 6455 §7.4.1 and the reason is checked as UTF-8.



    


    
      
        opcode_to_message/3

      


        Map a frame's Fin bit, opcode and payload to a ws_message/0. Rejects
fragmented frames (Fin=0). Fragmentation must be handled by the
stateful message-level decoder.



    


    
      
        partial_payload(Data, Role, Scanned)

      


        Unmasked payload bytes of a frame whose payload is not complete yet,
from byte Scanned of that payload onward.



    


    
      
        scan_utf8/1

      


        Scan a run of text for UTF-8 validity (RFC 3629) and return the trailing
bytes that do not yet form a character.
A fragmented text message can split a character across two frames, so a
fragment is not valid or invalid on its own: it ends in a carry, which the
next fragment starts with. The run is refused as soon as no continuation
can complete it, which puts the refusal on the fragment that breaks rather
than on the whole reassembled message.
A carry left at the end of a message is a truncated character, so the
caller must require an empty one on the final fragment.



    


    
      
        scan_utf8/2

      


        Scan a run of text that continues an unfinished character.
Carry comes from the previous fragment and is at most three bytes. Only
the bytes needed to finish that character are copied; the rest of the
payload is scanned where it lies.



    


    
      
        unmask_from(MaskKey, Offset, Data)

      


        Unmask Data that starts at byte Offset of a frame payload (RFC 6455
§5.3). A payload that arrives in pieces is unmasked piece by piece, each at
the byte count received before it. An empty MaskKey returns Data.



    


    
      
        validate_close/2

      


        Check a CLOSE code and reason against RFC 6455 §7.4 and §5.5.1. The code
must be one an endpoint can send: 1000 to 1003, 1007 to 1014, or 3000 to



    


    
      
        validate_control_frame(Fin, Opcode, Data)

      


        Validate that a control frame is not fragmented and not too large
(RFC 6455 §5.5: control frame payloads MUST be <= 125 bytes).



    


    
      
        validate_control_header/3

      


        Apply the control frame rules of validate_control_frame/3 to the header
fields alone, so that a decoder refuses the frame before its payload arrives.



    


    
      
        validate_message/1

      


        Check a message an endpoint is about to send: a CLOSE passes
validate_close/2, a PING or PONG payload fits a control frame (§5.5).



    





      


      
        Types


        


  
    
      
    
    
      close_code()



        
          
        

    

  


  

      

          -type close_code() :: 0..65535.


      



  



  
    
      
    
    
      close_error()



        
          
        

    

  


  

      

          -type close_error() :: invalid_close_code | invalid_close_reason | close_reason_too_large.


      



  



  
    
      
    
    
      decode_result()



        
          
        

    

  


  

      

          -type decode_result() ::
          {ok, ws_message(), Rest :: binary()} | {more, MinBytes :: pos_integer()} | {error, term()}.


      



  



  
    
      
    
    
      encode_opts()



        
          
        

    

  


  

      

          -type encode_opts() :: #{mask => boolean()}.


      



  



  
    
      
    
    
      frame_limits()



        
          
        

    

  


  

      

          -type frame_limits() :: #{max_frame_size => pos_integer() | infinity}.


      



  



  
    
      
    
    
      frame_too_large()



        
          
        

    

  


  

      

          -type frame_too_large() :: {frame_too_large, DeclaredLength :: pos_integer()}.


      



  



  
    
      
    
    
      header_error()



        
          
        

    

  


  

      

          -type header_error() ::
          reserved_bits_set | unmasked_client_frame | masked_server_frame | decode_failed |
          frame_too_large().


      



  



  
    
      
    
    
      header_size()



        
          
        

    

  


  

      

          -type header_size() :: 2 | 4 | 6 | 8 | 10 | 14.


      



  



  
    
      
    
    
      message_error()



        
          
        

    

  


  

      

          -type message_error() :: close_error() | control_frame_too_large.


      



  



  
    
      
    
    
      raw_decode_result()



        
          
        

    

  


  

      

          -type raw_decode_result() ::
          {ok, Fin :: 0 | 1, Opcode :: 0..15, Payload :: binary(), Rest :: binary()} |
          {more, MinBytes :: pos_integer()} |
          {error, term()}.


      



  



  
    
      
    
    
      ws_message()



        
          
        

    

  


  

      

          -type ws_message() ::
          {text, binary()} |
          {binary, binary()} |
          ping |
          {ping, binary()} |
          pong |
          {pong, binary()} |
          close |
          {close, Code :: close_code(), Reason :: binary()}.


      



  



  
    
      
    
    
      ws_opcode()



        
          
        

    

  


  

      

          -type ws_opcode() :: text | binary | close | ping | pong | continuation.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(Data)



        
          
        

    

  


  

      

          -spec decode(binary()) -> decode_result().


      


Decode a masked WebSocket frame (client-to-server) with no cap on the
declared payload length. Equivalent to decode(Data, #{}).

  



  
    
      
    
    
      decode(Data, Limits)



        
          
        

    

  


  

      

          -spec decode(binary(), frame_limits()) -> decode_result().


      


Decode a masked WebSocket frame (client-to-server).
Returns {ok, Message, Rest} on success, {more, MinBytes} if more
data is needed, or {error, Reason} on protocol violation.
A declared payload length above max_frame_size returns
{error, {frame_too_large, DeclaredLength}} before any payload is
buffered (RFC 6455 §10.4).

  



  
    
      
    
    
      decode_header(Data, Role, Limits)



        
          
        

    

  


  

      

          -spec decode_header(binary(), client | server, frame_limits()) ->
                       {ok,
                        Fin :: 0 | 1,
                        Opcode :: 0..15,
                        HeaderSize :: header_size(),
                        Len :: non_neg_integer(),
                        MaskKey :: binary()} |
                       {more, pos_integer()} |
                       {error, header_error()}.


      


Parse the header of the frame at the start of Data.
Returns {ok, Fin, Opcode, HeaderSize, Len, MaskKey} when the whole header,
mask key included, is present. The payload starts at byte HeaderSize of
Data and is Len bytes long. MaskKey is four bytes for the server role and
<<>> for the client role. {more, N} means that the header needs N more
bytes. The role selects masked (server) or unmasked (client) frames, as in
decode_raw/3.
A declared payload length above max_frame_size returns
{error, {frame_too_large, DeclaredLength}} as soon as the length bytes are
present (RFC 6455 §10.4). That test comes first, then the reserved bits, then
the mask bit, then the most significant bit of a 64 bit length, which must be 0
(§5.2) and gives {error, decode_failed}. This is the order of decode_raw/3.

  



  
    
      
    
    
      decode_raw/2



        
          
        

    

  


  

      

          -spec decode_raw(binary(), client | server) -> raw_decode_result().


      


Decode a raw frame with no cap on the declared payload length.
Equivalent to decode_raw(Data, Role, #{}).

  



  
    
      
    
    
      decode_raw/3



        
          
        

    

  


  

      

          -spec decode_raw(binary(), client | server, frame_limits()) -> raw_decode_result().


      


Decode a raw frame, returning Fin, Opcode, Payload, Rest separately.
Used by the stateful message-level decoder for continuation reassembly.
The role argument selects masked (server) or unmasked (client) parsing.
A declared payload length above max_frame_size returns
{error, {frame_too_large, DeclaredLength}} before any payload is
buffered (RFC 6455 §10.4).

  



  
    
      
    
    
      decode_unmasked(Data)



        
          
        

    

  


  

      

          -spec decode_unmasked(binary()) -> decode_result().


      


Decode an unmasked WebSocket frame (server-to-client) with no cap on the
declared payload length. Equivalent to decode_unmasked(Data, #{}).

  



  
    
      
    
    
      decode_unmasked(Data, Limits)



        
          
        

    

  


  

      

          -spec decode_unmasked(binary(), frame_limits()) -> decode_result().


      


Decode an unmasked WebSocket frame (server-to-client).
RFC 6455 §5.1: a server MUST NOT mask frames sent to clients.
A declared payload length above max_frame_size returns
{error, {frame_too_large, DeclaredLength}} before any payload is
buffered (RFC 6455 §10.4).

  



  
    
      
    
    
      encode(Message)



        
          
        

    

  


  

      

          -spec encode(ws_message()) -> iodata().


      


Encode a WebSocket message as an unmasked frame (server-to-client).

  



  
    
      
    
    
      encode(Message, Opts)



        
          
        

    

  


  

      

          -spec encode(ws_message(), encode_opts()) -> iodata().


      


Encode a WebSocket message with options. The only option is
mask => boolean(), which defaults to false (server-to-client).

  



  
    
      
    
    
      encode_masked(Message)



        
          
        

    

  


  

      

          -spec encode_masked(ws_message()) -> iodata().


      


Encode a WebSocket message as a masked frame (client-to-server).

  



  
    
      
    
    
      opcode_to_complete_message/2



        
          
        

    

  


  

      

          -spec opcode_to_complete_message(0..15, binary()) -> {ok, ws_message()} | {error, term()}.


      


Map a complete (FIN=1) frame's opcode and payload to a ws_message/0.
Text payloads are validated as UTF-8 (RFC 6455 §5.6 / §8.1).
Close payloads are validated against the reserved-code ranges of
RFC 6455 §7.4.1 and the reason is checked as UTF-8.

  



  
    
      
    
    
      opcode_to_message/3



        
          
        

    

  


  

      

          -spec opcode_to_message(0 | 1, 0..15, binary()) -> {ok, ws_message()} | {error, term()}.


      


Map a frame's Fin bit, opcode and payload to a ws_message/0. Rejects
fragmented frames (Fin=0). Fragmentation must be handled by the
stateful message-level decoder.

  



  
    
      
    
    
      partial_payload(Data, Role, Scanned)



        
          
        

    

  


  

      

          -spec partial_payload(binary(), client | server, non_neg_integer()) ->
                         {ok, Opcode :: 0..15, New :: binary()} | none.


      


Unmasked payload bytes of a frame whose payload is not complete yet,
from byte Scanned of that payload onward.
The stateful message-level decoder calls this while a frame is still on
its way, so that a text payload is refused at the byte that breaks it
rather than at the end of the frame (RFC 6455 §5.6 and §8.1). A caller
that feeds the returned run to scan_utf8/2 and remembers how many
bytes it consumed scans each payload byte once.
Returns none when the header is not complete, and when no payload byte
arrived after Scanned.

  



  
    
      
    
    
      scan_utf8/1



        
          
        

    

  


  

      

          -spec scan_utf8(binary()) -> {ok, Carry :: binary()} | {error, invalid_utf8}.


      


Scan a run of text for UTF-8 validity (RFC 3629) and return the trailing
bytes that do not yet form a character.
A fragmented text message can split a character across two frames, so a
fragment is not valid or invalid on its own: it ends in a carry, which the
next fragment starts with. The run is refused as soon as no continuation
can complete it, which puts the refusal on the fragment that breaks rather
than on the whole reassembled message.
A carry left at the end of a message is a truncated character, so the
caller must require an empty one on the final fragment.

  



  
    
      
    
    
      scan_utf8/2



        
          
        

    

  


  

      

          -spec scan_utf8(Carry :: binary(), binary()) -> {ok, Carry :: binary()} | {error, invalid_utf8}.


      


Scan a run of text that continues an unfinished character.
Carry comes from the previous fragment and is at most three bytes. Only
the bytes needed to finish that character are copied; the rest of the
payload is scanned where it lies.

  



  
    
      
    
    
      unmask_from(MaskKey, Offset, Data)



        
          
        

    

  


  

      

          -spec unmask_from(MaskKey :: binary(), Offset :: non_neg_integer(), Data :: binary()) -> binary().


      


Unmask Data that starts at byte Offset of a frame payload (RFC 6455
§5.3). A payload that arrives in pieces is unmasked piece by piece, each at
the byte count received before it. An empty MaskKey returns Data.

  



  
    
      
    
    
      validate_close/2



        
          
        

    

  


  

      

          -spec validate_close(close_code(), binary()) -> ok | {error, close_error()}.


      


Check a CLOSE code and reason against RFC 6455 §7.4 and §5.5.1. The code
must be one an endpoint can send: 1000 to 1003, 1007 to 1014, or 3000 to
	The reason must be UTF-8 and fit a control frame beside the code.
The decoder and the session API share this check.


  



  
    
      
    
    
      validate_control_frame(Fin, Opcode, Data)



        
          
        

    

  


  

      

          -spec validate_control_frame(0 | 1, 0..15, binary()) ->
                                ok | {error, control_frame_too_large | fragmented_control_frame}.


      


Validate that a control frame is not fragmented and not too large
(RFC 6455 §5.5: control frame payloads MUST be <= 125 bytes).

  



  
    
      
    
    
      validate_control_header/3



        
          
        

    

  


  

      

          -spec validate_control_header(0 | 1, 0..15, non_neg_integer()) ->
                                 ok | {error, control_frame_too_large | fragmented_control_frame}.


      


Apply the control frame rules of validate_control_frame/3 to the header
fields alone, so that a decoder refuses the frame before its payload arrives.

  



  
    
      
    
    
      validate_message/1



        
          
        

    

  


  

      

          -spec validate_message(ws_message()) -> ok | {error, message_error()}.


      


Check a message an endpoint is about to send: a CLOSE passes
validate_close/2, a PING or PONG payload fits a control frame (§5.5).

  


        

      


  

  
    
    nhttp_qpack_decoder_instruction - nhttp_lib v2.1.1
    
    

    


  
  

    
nhttp_qpack_decoder_instruction 
    



      
Decoder instructions wire format (RFC 9204 Section 4.4).
Decoder instructions are sent from decoder to encoder on the decoder
unidirectional stream. They provide acknowledgments and state updates.
Three instruction types:
	Section Acknowledgment   (1xxxxxxx) - 7-bit stream ID
	Stream Cancellation      (01xxxxxx) - 6-bit stream ID
	Insert Count Increment   (00xxxxxx) - 6-bit increment


      


      
        Summary


  
    Types
  


    
      
        decode_error()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        decode/1

      


        Decode a single decoder instruction from binary data.
Returns the decoded instruction and any unconsumed bytes.



    


    
      
        encode_insert_count_increment(Increment)

      


        Encode an Insert Count Increment instruction (RFC 9204 Section 4.4.3).



    


    
      
        encode_section_ack(StreamId)

      


        Encode a Section Acknowledgment instruction (RFC 9204 Section 4.4.1).



    


    
      
        encode_stream_cancellation(StreamId)

      


        Encode a Stream Cancellation instruction (RFC 9204 Section 4.4.2).



    





      


      
        Types


        


  
    
      
    
    
      decode_error()



        
          
        

    

  


  

      

          -type decode_error() :: incomplete | zero_increment.


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          -type t() ::
          {section_ack, nhttp_lib:stream_id()} |
          {stream_cancellation, nhttp_lib:stream_id()} |
          {insert_count_increment, pos_integer()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode/1



        
          
        

    

  


  

      

          -spec decode(bitstring()) -> {ok, t(), bitstring()} | {error, decode_error()}.


      


Decode a single decoder instruction from binary data.
Returns the decoded instruction and any unconsumed bytes.

  



  
    
      
    
    
      encode_insert_count_increment(Increment)



        
          
        

    

  


  

      

          -spec encode_insert_count_increment(pos_integer()) -> iolist().


      


Encode an Insert Count Increment instruction (RFC 9204 Section 4.4.3).

  



  
    
      
    
    
      encode_section_ack(StreamId)



        
          
        

    

  


  

      

          -spec encode_section_ack(nhttp_lib:stream_id()) -> iolist().


      


Encode a Section Acknowledgment instruction (RFC 9204 Section 4.4.1).

  



  
    
      
    
    
      encode_stream_cancellation(StreamId)



        
          
        

    

  


  

      

          -spec encode_stream_cancellation(nhttp_lib:stream_id()) -> iolist().


      


Encode a Stream Cancellation instruction (RFC 9204 Section 4.4.2).

  


        

      


  

  
    
    nhttp_qpack_dynamic_table - nhttp_lib v2.1.1
    
    

    


  
  

    
nhttp_qpack_dynamic_table 
    



      
QPACK dynamic table implementation based on RFC 9204 Section 3.2.
Lookups are constant time in both directions: forward from an absolute
index to an entry, and reverse from a name and value to an absolute index.

      


      
        Summary


  
    Types
  


    
      
        entry()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        capacity/1

      


        Return the current capacity.



    


    
      
        current_size/1

      


        Return the current size in bytes.



    


    
      
        drop_count/1

      


        Return the drop count.



    


    
      
        evict/1

      


        Evict the oldest entry from the table.



    


    
      
        find/3

      


        Reverse lookup by name and value.
Returns {ok, Index} for an exact match, {name, Index} for a name-only
match, or error if nothing is found.



    


    
      
        insert(Name, Value, Table)

      


        Insert a header field entry, evicting as needed.



    


    
      
        insert_count/1

      


        Return the insert count.



    


    
      
        lookup/2

      


        Look up an entry by absolute index.



    


    
      
        new(MaxCapacity)

      


        Create a new dynamic table with the given maximum capacity.



    


    
      
        set_capacity/2

      


        Set the dynamic table capacity, evicting entries if needed.



    





      


      
        Types


        


  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          -type entry() :: {binary(), binary()}.


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          -opaque t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      capacity/1



        
          
        

    

  


  

      

          -spec capacity(t()) -> non_neg_integer().


      


Return the current capacity.

  



  
    
      
    
    
      current_size/1



        
          
        

    

  


  

      

          -spec current_size(t()) -> non_neg_integer().


      


Return the current size in bytes.

  



  
    
      
    
    
      drop_count/1



        
          
        

    

  


  

      

          -spec drop_count(t()) -> non_neg_integer().


      


Return the drop count.

  



  
    
      
    
    
      evict/1



        
          
        

    

  


  

      

          -spec evict(t()) -> {ok, t()} | {error, empty}.


      


Evict the oldest entry from the table.

  



  
    
      
    
    
      find/3



        
          
        

    

  


  

      

          -spec find(binary(), binary(), t()) -> {ok, non_neg_integer()} | {name, non_neg_integer()} | error.


      


Reverse lookup by name and value.
Returns {ok, Index} for an exact match, {name, Index} for a name-only
match, or error if nothing is found.

  



  
    
      
    
    
      insert(Name, Value, Table)



        
          
        

    

  


  

      

          -spec insert(binary(), binary(), t()) -> {ok, t()} | {error, no_space}.


      


Insert a header field entry, evicting as needed.

  



  
    
      
    
    
      insert_count/1



        
          
        

    

  


  

      

          -spec insert_count(t()) -> non_neg_integer().


      


Return the insert count.

  



  
    
      
    
    
      lookup/2



        
          
        

    

  


  

      

          -spec lookup(non_neg_integer(), t()) -> {ok, entry()} | {error, bad_index}.


      


Look up an entry by absolute index.

  



  
    
      
    
    
      new(MaxCapacity)



        
          
        

    

  


  

      

          -spec new(non_neg_integer()) -> {ok, t()}.


      


Create a new dynamic table with the given maximum capacity.

  



  
    
      
    
    
      set_capacity/2



        
          
        

    

  


  

      

          -spec set_capacity(non_neg_integer(), t()) -> {ok, t()} | {error, exceeds_max}.


      


Set the dynamic table capacity, evicting entries if needed.
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nhttp_qpack_encoder_instruction 
    



      
Encoder instructions wire format (RFC 9204 Section 4.3).
Encoder instructions flow from encoder to decoder on the encoder
unidirectional stream. They modify the decoder's copy of the dynamic
table.
Four instruction types are defined:
	Set Dynamic Table Capacity (Section 4.3.1)
	Insert with Name Reference (Section 4.3.2)
	Insert with Literal Name (Section 4.3.3)
	Duplicate (Section 4.3.4)


      


      
        Summary


  
    Types
  


    
      
        decode_error()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        decode/1

      


        Decode a single encoder instruction from a binary.



    


    
      
        encode_duplicate(Index)

      


        Encode a Duplicate instruction.
Wire format: 000 prefix + 5-bit prefixed integer (relative index).



    


    
      
        encode_insert_literal_name/3

      


        Encode an Insert with Literal Name instruction.
Wire format: 01 + H-bit + 5-bit prefixed name string + value
string literal. The Huffman flag applies to both name and value.



    


    
      
        encode_insert_name_ref/4

      


        Encode an Insert with Name Reference instruction.
Wire format: 1 + T-bit (1=static, 0=dynamic) + 6-bit prefixed
integer (name index) + value string literal.



    


    
      
        encode_set_capacity(Capacity)

      


        Encode a Set Dynamic Table Capacity instruction.
Wire format: 001 prefix + 5-bit prefixed integer.



    





      


      
        Types


        


  
    
      
    
    
      decode_error()



        
          
        

    

  


  

      

          -type decode_error() :: incomplete | invalid_huffman | nhttp_int:decode_error().


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          -type t() ::
          {set_capacity, non_neg_integer()} |
          {insert_name_ref, static | dynamic, non_neg_integer(), binary()} |
          {insert_literal_name, binary(), binary()} |
          {duplicate, non_neg_integer()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode/1



        
          
        

    

  


  

      

          -spec decode(binary()) -> {ok, t(), bitstring()} | {error, decode_error()}.


      


Decode a single encoder instruction from a binary.
Returns the decoded instruction and unconsumed bytes, or an error
if the data is incomplete or contains invalid Huffman coding.

  



  
    
      
    
    
      encode_duplicate(Index)



        
          
        

    

  


  

      

          -spec encode_duplicate(non_neg_integer()) -> iolist().


      


Encode a Duplicate instruction.
Wire format: 000 prefix + 5-bit prefixed integer (relative index).

  



  
    
      
    
    
      encode_insert_literal_name/3



        
          
        

    

  


  

      

          -spec encode_insert_literal_name(binary(), binary(), boolean()) -> iolist().


      


Encode an Insert with Literal Name instruction.
Wire format: 01 + H-bit + 5-bit prefixed name string + value
string literal. The Huffman flag applies to both name and value.

  



  
    
      
    
    
      encode_insert_name_ref/4



        
          
        

    

  


  

      

          -spec encode_insert_name_ref(static | dynamic, non_neg_integer(), binary(), boolean()) -> iolist().


      


Encode an Insert with Name Reference instruction.
Wire format: 1 + T-bit (1=static, 0=dynamic) + 6-bit prefixed
integer (name index) + value string literal.

  



  
    
      
    
    
      encode_set_capacity(Capacity)



        
          
        

    

  


  

      

          -spec encode_set_capacity(non_neg_integer()) -> iolist().


      


Encode a Set Dynamic Table Capacity instruction.
Wire format: 001 prefix + 5-bit prefixed integer.
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nhttp_qpack_field_line 
    



      
QPACK field line representations (RFC 9204 Section 4.5).
Handles the field section prefix and five field line representation
types used within encoded field sections on request and push streams.
The prefix carries the Required Insert Count and Base values needed
to interpret dynamic table references. The five representation types
encode header field lines as indexed references or literal values.
Representation types:
	Indexed Field Line (Section 4.5.2)
	Indexed Field Line with Post-Base Index (Section 4.5.3)
	Literal Field Line with Name Reference (Section 4.5.4)
	Literal Field Line with Post-Base Name Reference (Section 4.5.5)
	Literal Field Line with Literal Name (Section 4.5.6)


      


      
        Summary


  
    Types
  


    
      
        decode_error()

      


    


    
      
        prefix()

      


    


    
      
        representation()

      


    





  
    Functions
  


    
      
        decode_prefix(Bin, MaxEntries, TotalInserts)

      


        Decode a field section prefix from binary data.
MaxEntries is floor(MaxTableCapacity / 32). TotalInserts is the
total number of inserts into the dynamic table so far.



    


    
      
        decode_representation/1

      


        Decode a single field line representation from binary data.
Dispatches based on the leading bit pattern to determine which of
the five representation types is encoded.



    


    
      
        encode_prefix(RequiredInsertCount, Base, MaxEntries)

      


        Encode a field section prefix.



    


    
      
        encode_representation/2

      


        Encode a single field line representation.
The Huffman flag controls whether string values (and literal names)
are Huffman-coded.



    





      


      
        Types


        


  
    
      
    
    
      decode_error()



        
          
        

    

  


  

      

          -type decode_error() :: incomplete | invalid_huffman | invalid_required_insert_count.


      



  



  
    
      
    
    
      prefix()



        
          
        

    

  


  

      

          -type prefix() :: #{required_insert_count := non_neg_integer(), base := non_neg_integer()}.


      



  



  
    
      
    
    
      representation()



        
          
        

    

  


  

      

          -type representation() ::
          {indexed, static | dynamic, non_neg_integer()} |
          {indexed_post_base, non_neg_integer()} |
          {literal_name_ref, static | dynamic, non_neg_integer(), binary(), boolean()} |
          {literal_post_base_name_ref, non_neg_integer(), binary(), boolean()} |
          {literal, binary(), binary(), boolean()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_prefix(Bin, MaxEntries, TotalInserts)



        
          
        

    

  


  

      

          -spec decode_prefix(binary(), non_neg_integer(), non_neg_integer()) ->
                       {ok, prefix(), bitstring()} | {error, decode_error()}.


      


Decode a field section prefix from binary data.
MaxEntries is floor(MaxTableCapacity / 32). TotalInserts is the
total number of inserts into the dynamic table so far.

  



  
    
      
    
    
      decode_representation/1



        
          
        

    

  


  

      

          -spec decode_representation(binary()) -> {ok, representation(), bitstring()} | {error, decode_error()}.


      


Decode a single field line representation from binary data.
Dispatches based on the leading bit pattern to determine which of
the five representation types is encoded.

  



  
    
      
    
    
      encode_prefix(RequiredInsertCount, Base, MaxEntries)



        
          
        

    

  


  

      

          -spec encode_prefix(non_neg_integer(), non_neg_integer(), non_neg_integer()) -> iolist().


      


Encode a field section prefix.
The prefix consists of the Required Insert Count (with modular
encoding per Section 4.5.1.1) and the sign bit plus Delta Base.
MaxEntries is floor(MaxTableCapacity / 32).

  



  
    
      
    
    
      encode_representation/2



        
          
        

    

  


  

      

          -spec encode_representation(representation(), boolean()) -> iolist().


      


Encode a single field line representation.
The Huffman flag controls whether string values (and literal names)
are Huffman-coded.
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nhttp_qpack_interop 
    



      
QPACK Interop Format (QIF) parser and encoded file handler.
Implements the offline interop testing format described at:
https://github.com/quicwg/base-drafts/wiki/QPACK-Offline-Interop
QIF is a plain-text format where each field line is on a separate line
with name and value separated by a TAB character. Empty lines delimit
field sections. Lines starting with '#' are comments.
The binary encoded output format is:
File = Block*
Block = StreamId(64bit) | Length(32bit) | QPACKData
StreamId 0 carries encoder stream data. StreamId 1+ carry request
stream field section data.

      


      
        Summary


  
    Types
  


    
      
        block()

      


    


    
      
        interop_config()

      


    


    
      
        qif()

      


    





  
    Functions
  


    
      
        decode_from_file(Bin, Config)

      


        Decode the binary interop file format using the QPACK decoder.
Reads blocks sequentially: StreamId=0 blocks are fed as encoder
stream data, other blocks are decoded as field sections. Returns
the decoded field sections in order.



    


    
      
        encode_to_file(FieldSections, Config)

      


        Encode QIF field sections to the binary interop file format.
For each field section, emits encoder stream blocks (StreamId=0) and
a request stream block (StreamId=N). The decoder can replay these
blocks in order.



    


    
      
        parse_qif(Bin)

      


        Parse a QIF text file into a list of field sections.



    


    
      
        write_qif(FieldSections)

      


        Write field sections back to QIF text format.



    





      


      
        Types


        


  
    
      
    
    
      block()



        
          
        

    

  


  

      

          -type block() :: #{stream_id := nhttp_lib:stream_id(), data := binary()}.


      



  



  
    
      
    
    
      interop_config()



        
          
        

    

  


  

      

          -type interop_config() ::
          #{max_table_capacity => non_neg_integer(),
            max_blocked_streams => non_neg_integer(),
            huffman => boolean()}.


      



  



  
    
      
    
    
      qif()



        
          
        

    

  


  

      

          -type qif() :: [[nhttp_qpack:field_line()]].


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_from_file(Bin, Config)



        
          
        

    

  


  

      

          -spec decode_from_file(binary(), interop_config()) -> {ok, qif()} | {error, term()}.


      


Decode the binary interop file format using the QPACK decoder.
Reads blocks sequentially: StreamId=0 blocks are fed as encoder
stream data, other blocks are decoded as field sections. Returns
the decoded field sections in order.

  



  
    
      
    
    
      encode_to_file(FieldSections, Config)



        
          
        

    

  


  

      

          -spec encode_to_file(qif(), interop_config()) -> {ok, iodata()} | {error, term()}.


      


Encode QIF field sections to the binary interop file format.
For each field section, emits encoder stream blocks (StreamId=0) and
a request stream block (StreamId=N). The decoder can replay these
blocks in order.

  



  
    
      
    
    
      parse_qif(Bin)



        
          
        

    

  


  

      

          -spec parse_qif(binary()) -> {ok, qif()}.


      


Parse a QIF text file into a list of field sections.
Each field section is a list of {Name, Value} tuples. Sections are
separated by empty lines. Lines starting with '#' are comments.

  



  
    
      
    
    
      write_qif(FieldSections)



        
          
        

    

  


  

      

          -spec write_qif(qif()) -> {ok, iodata()}.


      


Write field sections back to QIF text format.
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nhttp_qpack_static_table 
    



      
QPACK static table for HTTP/3 (RFC 9204 Appendix A).
This module provides the 99-entry static table used by QPACK header
compression. Forward lookup by index and reverse lookup by name, or by
name and value, are constant time.

      


      
        Summary


  
    Types
  


    
      
        index()

      


    


    
      
        static_entry()

      


    





  
    Functions
  


    
      
        find_name(Name)

      


        Find the smallest index matching the given header name.



    


    
      
        find_name_value(Name, Value)

      


        Find an index matching the given header name and value.
Returns {ok, Index} for an exact name+value match,
{name, Index} if only the name matches (smallest index),
or error if the name is not found at all.



    


    
      
        lookup/1

      


        Look up a static table entry by index.
Returns {ok, {Name, Value}} for valid indices 0-98,
or {error, bad_index} for anything else.



    


    
      
        size()

      


        Return the number of entries in the static table.



    





      


      
        Types


        


  
    
      
    
    
      index()



        
          
        

    

  


  

      

          -type index() :: 0..98.


      



  



  
    
      
    
    
      static_entry()



        
          
        

    

  


  

      

          -type static_entry() :: {Name :: binary(), Value :: binary()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      find_name(Name)



        
          
        

    

  


  

      

          -spec find_name(binary()) -> {ok, index()} | error.


      


Find the smallest index matching the given header name.
Returns {ok, Index} if the name exists in the static table,
or error if it does not. When multiple entries share the same
name, the smallest index is returned.

  



  
    
      
    
    
      find_name_value(Name, Value)



        
          
        

    

  


  

      

          -spec find_name_value(binary(), binary()) -> {ok, index()} | {name, index()} | error.


      


Find an index matching the given header name and value.
Returns {ok, Index} for an exact name+value match,
{name, Index} if only the name matches (smallest index),
or error if the name is not found at all.

  



  
    
      
    
    
      lookup/1



        
          
        

    

  


  

      

          -spec lookup(non_neg_integer()) -> {ok, static_entry()} | {error, bad_index}.


      


Look up a static table entry by index.
Returns {ok, {Name, Value}} for valid indices 0-98,
or {error, bad_index} for anything else.

  



  
    
      
    
    
      size()



        
          
        

    

  


  

      

          -spec size() -> 99.


      


Return the number of entries in the static table.
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nhttp_headers 
    



      
Protocol-agnostic header utilities.
Headers carried by nhttp_lib:headers/0 are an ordered list of
{Name, Value} binary pairs. The codec layers write names in lowercase
at parse time. This module stores the name that the caller gives and
never rewrites it. append/3 and set/3 store the lowercase form of
the name that they add, and leave every other entry alone.
Key invariants:
	Header names compare case-insensitively (RFC 9110 §5.1). A lookup
matches a stored name in any case, so get/2 with
<<"content-length">> finds a stored Content-Length, except through
get_exact/2,3.
	Multi-valued headers keep insertion order. get/2,3 returns the
first match. delete/2 removes every occurrence. append/3
appends and keeps existing entries.

The module also holds one definition of the field validity rule that
RFC 9113 §8.2.1 and RFC 9114 §4.1.2 state for a receiver:
validate_field_name/1, validate_field_value/1 and the wire
lowercasing of lower_field_name/1.

      


      
        Summary


  
    Types
  


    
      
        field_name_error()

      


    


    
      
        field_value_error()

      


    





  
    Functions
  


    
      
        append(Name, Value, Headers)

      


        Append {Name, Value} to the end of the headers list, preserving any
existing occurrences. Useful for multi-valued headers such as
set-cookie. The name is stored lowercase.



    


    
      
        delete(Name, Headers)

      


        Remove every header whose name matches Name. Case-insensitive.



    


    
      
        field_value_bad_pattern()

      


        The compiled pattern that matches every octet that RFC 9110 §5.5 forbids
in a field value: 0x00-0x1F except 0x09, and 0x7F.
A caller that scans many field values reads the pattern once and passes
it to binary:match/2 for each one.



    


    
      
        filter(Pred, Headers)

      


        Keep only the headers for which Pred(Name, Value) returns true.
Order is preserved.



    


    
      
        get(Name, Headers)

      


        Get the first value for Name, or undefined if absent. Case-insensitive.



    


    
      
        get(Name, Headers, Default)

      


        Get the first value for Name, or Default if absent. Case-insensitive.



    


    
      
        get_exact(Name, Headers)

      


        Like get/2, but case-sensitive. For lists with lowercase names only.



    


    
      
        get_exact(Name, Headers, Default)

      


        Like get/3, but case-sensitive. For lists with lowercase names only.



    


    
      
        has(Name, Headers)

      


        True iff a header with the given name exists. Case-insensitive.



    


    
      
        has_forbidden_value_octet/1

      


        True iff Value holds an octet that RFC 9110 §5.5 forbids in a field
value: 0x00-0x1F except 0x09, or 0x7F.
The scan reads seven octets at a time and charges one reduction per call,
so it holds a constant cost per octet at every length.
field_value_bad_pattern/0 with binary:match/2 is cheaper below about a
hundred octets, because binary:match/2 charges one reduction per ten
octets up to its trap. A caller that scans values of any length picks
between the two on byte_size/1.



    


    
      
        is_tchar/1

      


        True iff C is a tchar, the character set that RFC 9110 §5.6.2 allows
in a token.
RFC 6265 §4.1.1 defines cookie-name in terms of the RFC 2616 §2.2
token, which admits the same octets, so cookie names are checked with
this predicate too.



    


    
      
        is_token/1

      


        True iff Bin is a token per RFC 9110 §5.6.2: token = 1*tchar. An
empty binary is not a token.



    


    
      
        lower_field_name(Name)

      


        Lowercase a field name for the wire, without a copy when the name already
holds no uppercase octet.
RFC 9114 §4.2 requires that characters in field names are converted to
lowercase before their encoding, and RFC 9113 §8.2.1 forbids 0x41-0x5A
in a field name on the wire. The scan runs before the copy, so a name
that is already lowercase comes back as the very binary that the caller
passed in.
Non-ASCII upper-half octets pass through unchanged, as they do in
to_lower/1. This function does not validate the name. Pair it with
validate_field_name/1 when the name arrives from a peer.



    


    
      
        name_eq/2

      


        True iff two field names name the same field. Field names compare
case-insensitively (RFC 9110 §5.1), so <<"Content-Length">> and
<<"content-length">> name the same field.
A caller that asks about a fixed set of names walks the list once and
compares each stored name with this function.



    


    
      
        non_tchar_pattern()

      


        The compiled pattern that matches every octet that is not a tchar.
A caller that scans many tokens reads the pattern once and passes it to
binary:match/2 for each one.



    


    
      
        set(Name, Value, Headers)

      


        Replace every occurrence of Name with a single {Name, Value} entry.
The name is stored lowercase. The replacement is appended to the end of
the headers list when no prior occurrence exists.



    


    
      
        to_lower/1

      


        Lowercase an ASCII binary using HTTP header semantics. RFC 9110 §5.1:
field names are ASCII, so non-ASCII upper-half bytes pass through
unchanged.



    


    
      
        validate_field_name/1

      


        Validate a field name against the minimal rule that RFC 9113 §8.2.1
states as a MUST, and that RFC 9114 §4.1.2 repeats for HTTP/3.
A field name must not hold an octet in 0x00-0x20, 0x41-0x5A or
0x7F-0xFF. A field name must not hold a colon, except the single
leading colon of a pseudo-header field (RFC 9113 §8.3). An empty name,
and a name that is a bare colon and therefore names no pseudo-header
field, are refused as empty_field_name.
uppercase_field_name names the case that RFC 9114 §4.1.2 lists apart
from the other invalid characters. It is reported when the first
offending octet is in 0x41-0x5A.
This is the minimal rule, not the token rule of RFC 9110 §5.6.2, which
RFC 9113 §8.2.1 states as a SHOULD. Use is_token/1 for the stricter
test.



    


    
      
        validate_field_value/1

      


        Validate a field value against RFC 9110 §5.5 and the edge whitespace rule
that RFC 9113 §8.2.1 states as a MUST.
The refused octet set is 0x00-0x1F except 0x09, plus 0x7F. That set
is a superset of the NUL, LF and CR that RFC 9113 §8.2.1 names, because
RFC 9113 §8.2.1 asks for validation against RFC 9110 §5.5. A value that
starts or ends with SP or HTAB is refused as field_value_edge_whitespace,
which field-content of RFC 9110 §5.5 forbids and RFC 9113 §8.2.1 states
again. An empty value is accepted, because field-value of RFC 9110 §5.5
is *field-content.



    





      


      
        Types


        


  
    
      
    
    
      field_name_error()



        
          
        

    

  


  

      

          -type field_name_error() :: empty_field_name | uppercase_field_name | invalid_field_name_char.


      



  



  
    
      
    
    
      field_value_error()



        
          
        

    

  


  

      

          -type field_value_error() :: invalid_field_value_char | field_value_edge_whitespace.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      append(Name, Value, Headers)



        
          
        

    

  


  

      

          -spec append(binary(), binary(), nhttp_lib:headers()) -> nhttp_lib:headers().


      


Append {Name, Value} to the end of the headers list, preserving any
existing occurrences. Useful for multi-valued headers such as
set-cookie. The name is stored lowercase.

  



  
    
      
    
    
      delete(Name, Headers)



        
          
        

    

  


  

      

          -spec delete(binary(), nhttp_lib:headers()) -> nhttp_lib:headers().


      


Remove every header whose name matches Name. Case-insensitive.

  



  
    
      
    
    
      field_value_bad_pattern()



        
          
        

    

  


  

      

          -spec field_value_bad_pattern() -> binary:cp().


      


The compiled pattern that matches every octet that RFC 9110 §5.5 forbids
in a field value: 0x00-0x1F except 0x09, and 0x7F.
A caller that scans many field values reads the pattern once and passes
it to binary:match/2 for each one.

  



  
    
      
    
    
      filter(Pred, Headers)



        
          
        

    

  


  

      

          -spec filter(fun((binary(), binary()) -> boolean()), nhttp_lib:headers()) -> nhttp_lib:headers().


      


Keep only the headers for which Pred(Name, Value) returns true.
Order is preserved.

  



  
    
      
    
    
      get(Name, Headers)



        
          
        

    

  


  

      

          -spec get(binary(), nhttp_lib:headers()) -> binary() | undefined.


      


Get the first value for Name, or undefined if absent. Case-insensitive.

  



  
    
      
    
    
      get(Name, Headers, Default)



        
          
        

    

  


  

      

          -spec get(binary(), nhttp_lib:headers(), Default) -> binary() | Default.


      


Get the first value for Name, or Default if absent. Case-insensitive.

  



  
    
      
    
    
      get_exact(Name, Headers)



        
          
        

    

  


  

      

          -spec get_exact(binary(), nhttp_lib:headers()) -> binary() | undefined.


      


Like get/2, but case-sensitive. For lists with lowercase names only.

  



  
    
      
    
    
      get_exact(Name, Headers, Default)



        
          
        

    

  


  

      

          -spec get_exact(binary(), nhttp_lib:headers(), Default) -> binary() | Default.


      


Like get/3, but case-sensitive. For lists with lowercase names only.

  



  
    
      
    
    
      has(Name, Headers)



        
          
        

    

  


  

      

          -spec has(binary(), nhttp_lib:headers()) -> boolean().


      


True iff a header with the given name exists. Case-insensitive.

  



  
    
      
    
    
      has_forbidden_value_octet/1



        
          
        

    

  


  

      

          -spec has_forbidden_value_octet(binary()) -> boolean().


      


True iff Value holds an octet that RFC 9110 §5.5 forbids in a field
value: 0x00-0x1F except 0x09, or 0x7F.
The scan reads seven octets at a time and charges one reduction per call,
so it holds a constant cost per octet at every length.
field_value_bad_pattern/0 with binary:match/2 is cheaper below about a
hundred octets, because binary:match/2 charges one reduction per ten
octets up to its trap. A caller that scans values of any length picks
between the two on byte_size/1.

  



  
    
      
    
    
      is_tchar/1



        
          
        

    

  


  

      

          -spec is_tchar(byte()) -> boolean().


      


True iff C is a tchar, the character set that RFC 9110 §5.6.2 allows
in a token.
RFC 6265 §4.1.1 defines cookie-name in terms of the RFC 2616 §2.2
token, which admits the same octets, so cookie names are checked with
this predicate too.

  



  
    
      
    
    
      is_token/1



        
          
        

    

  


  

      

          -spec is_token(binary()) -> boolean().


      


True iff Bin is a token per RFC 9110 §5.6.2: token = 1*tchar. An
empty binary is not a token.

  



  
    
      
    
    
      lower_field_name(Name)



        
          
        

    

  


  

      

          -spec lower_field_name(binary()) -> binary().


      


Lowercase a field name for the wire, without a copy when the name already
holds no uppercase octet.
RFC 9114 §4.2 requires that characters in field names are converted to
lowercase before their encoding, and RFC 9113 §8.2.1 forbids 0x41-0x5A
in a field name on the wire. The scan runs before the copy, so a name
that is already lowercase comes back as the very binary that the caller
passed in.
Non-ASCII upper-half octets pass through unchanged, as they do in
to_lower/1. This function does not validate the name. Pair it with
validate_field_name/1 when the name arrives from a peer.

  



  
    
      
    
    
      name_eq/2



        
          
        

    

  


  

      

          -spec name_eq(binary(), binary()) -> boolean().


      


True iff two field names name the same field. Field names compare
case-insensitively (RFC 9110 §5.1), so <<"Content-Length">> and
<<"content-length">> name the same field.
A caller that asks about a fixed set of names walks the list once and
compares each stored name with this function.

  



  
    
      
    
    
      non_tchar_pattern()



        
          
        

    

  


  

      

          -spec non_tchar_pattern() -> binary:cp().


      


The compiled pattern that matches every octet that is not a tchar.
A caller that scans many tokens reads the pattern once and passes it to
binary:match/2 for each one.

  



  
    
      
    
    
      set(Name, Value, Headers)



        
          
        

    

  


  

      

          -spec set(binary(), binary(), nhttp_lib:headers()) -> nhttp_lib:headers().


      


Replace every occurrence of Name with a single {Name, Value} entry.
The name is stored lowercase. The replacement is appended to the end of
the headers list when no prior occurrence exists.

  



  
    
      
    
    
      to_lower/1



        
          
        

    

  


  

      

          -spec to_lower(binary()) -> binary().


      


Lowercase an ASCII binary using HTTP header semantics. RFC 9110 §5.1:
field names are ASCII, so non-ASCII upper-half bytes pass through
unchanged.

  



  
    
      
    
    
      validate_field_name/1



        
          
        

    

  


  

      

          -spec validate_field_name(binary()) -> ok | {error, field_name_error()}.


      


Validate a field name against the minimal rule that RFC 9113 §8.2.1
states as a MUST, and that RFC 9114 §4.1.2 repeats for HTTP/3.
A field name must not hold an octet in 0x00-0x20, 0x41-0x5A or
0x7F-0xFF. A field name must not hold a colon, except the single
leading colon of a pseudo-header field (RFC 9113 §8.3). An empty name,
and a name that is a bare colon and therefore names no pseudo-header
field, are refused as empty_field_name.
uppercase_field_name names the case that RFC 9114 §4.1.2 lists apart
from the other invalid characters. It is reported when the first
offending octet is in 0x41-0x5A.
This is the minimal rule, not the token rule of RFC 9110 §5.6.2, which
RFC 9113 §8.2.1 states as a SHOULD. Use is_token/1 for the stricter
test.

  



  
    
      
    
    
      validate_field_value/1



        
          
        

    

  


  

      

          -spec validate_field_value(binary()) -> ok | {error, field_value_error()}.


      


Validate a field value against RFC 9110 §5.5 and the edge whitespace rule
that RFC 9113 §8.2.1 states as a MUST.
The refused octet set is 0x00-0x1F except 0x09, plus 0x7F. That set
is a superset of the NUL, LF and CR that RFC 9113 §8.2.1 names, because
RFC 9113 §8.2.1 asks for validation against RFC 9110 §5.5. A value that
starts or ends with SP or HTAB is refused as field_value_edge_whitespace,
which field-content of RFC 9110 §5.5 forbids and RFC 9113 §8.2.1 states
again. An empty value is accepted, because field-value of RFC 9110 §5.5
is *field-content.

  


        

      


  

  
    
    nhttp_int - nhttp_lib v2.1.1
    
    

    


  
  

    
nhttp_int 
    



      
Prefixed integer codec for HPACK and QPACK.
Implements the variable-length integer encoding defined in
RFC 7541 Section 5.1 (HPACK) and RFC 9204 Section 4.1.1 (QPACK).
Both protocols use the same encoding scheme with different prefix sizes.
A prefixed integer uses N bits of the first byte (the prefix). When the
value fits in those N bits, encoding is a single byte. Larger values
set all N prefix bits to 1 and encode the remainder in subsequent bytes
using a 7-bit-per-byte continuation scheme.
This module provides per-prefix-size encode and decode functions for
prefix sizes 3 through 8 bits.

      


      
        Summary


  
    Types
  


    
      
        decode_error()

      


    





  
    Functions
  


    
      
        dec3/1

      


        Decode a 3-bit prefixed integer.



    


    
      
        dec4/1

      


        Decode a 4-bit prefixed integer.



    


    
      
        dec5/1

      


        Decode a 5-bit prefixed integer.



    


    
      
        dec6/1

      


        Decode a 6-bit prefixed integer.



    


    
      
        dec7/1

      


        Decode a 7-bit prefixed integer.



    


    
      
        dec8/1

      


        Decode an 8-bit prefixed integer (full byte prefix, no upper bits).



    


    
      
        enc3/2

      


        Encode a 3-bit prefixed integer. Prefix occupies the upper 5 bits.



    


    
      
        enc4/2

      


        Encode a 4-bit prefixed integer. Prefix occupies the upper 4 bits.



    


    
      
        enc5/2

      


        Encode a 5-bit prefixed integer. Prefix occupies the upper 3 bits.



    


    
      
        enc6/2

      


        Encode a 6-bit prefixed integer. Prefix occupies the upper 2 bits.



    


    
      
        enc7/2

      


        Encode a 7-bit prefixed integer. Prefix occupies the upper 1 bit.



    


    
      
        enc8/1

      


        Encode an 8-bit prefixed integer (full byte prefix, no upper bits).



    





      


      
        Types


        


  
    
      
    
    
      decode_error()



        
          
        

    

  


  

      

          -type decode_error() :: incomplete | overflow.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      dec3/1



        
          
        

    

  


  

      

          -spec dec3(bitstring()) -> {ok, non_neg_integer(), bitstring()} | {error, decode_error()}.


      


Decode a 3-bit prefixed integer.

  



  
    
      
    
    
      dec4/1



        
          
        

    

  


  

      

          -spec dec4(bitstring()) -> {ok, non_neg_integer(), bitstring()} | {error, decode_error()}.


      


Decode a 4-bit prefixed integer.

  



  
    
      
    
    
      dec5/1



        
          
        

    

  


  

      

          -spec dec5(bitstring()) -> {ok, non_neg_integer(), bitstring()} | {error, decode_error()}.


      


Decode a 5-bit prefixed integer.

  



  
    
      
    
    
      dec6/1



        
          
        

    

  


  

      

          -spec dec6(bitstring()) -> {ok, non_neg_integer(), bitstring()} | {error, decode_error()}.


      


Decode a 6-bit prefixed integer.

  



  
    
      
    
    
      dec7/1



        
          
        

    

  


  

      

          -spec dec7(bitstring()) -> {ok, non_neg_integer(), bitstring()} | {error, decode_error()}.


      


Decode a 7-bit prefixed integer.

  



  
    
      
    
    
      dec8/1



        
          
        

    

  


  

      

          -spec dec8(bitstring()) -> {ok, non_neg_integer(), bitstring()} | {error, decode_error()}.


      


Decode an 8-bit prefixed integer (full byte prefix, no upper bits).

  



  
    
      
    
    
      enc3/2



        
          
        

    

  


  

      

          -spec enc3(non_neg_integer(), 0..31) -> binary().


      


Encode a 3-bit prefixed integer. Prefix occupies the upper 5 bits.

  



  
    
      
    
    
      enc4/2



        
          
        

    

  


  

      

          -spec enc4(non_neg_integer(), 0..15) -> binary().


      


Encode a 4-bit prefixed integer. Prefix occupies the upper 4 bits.

  



  
    
      
    
    
      enc5/2



        
          
        

    

  


  

      

          -spec enc5(non_neg_integer(), 0..7) -> binary().


      


Encode a 5-bit prefixed integer. Prefix occupies the upper 3 bits.

  



  
    
      
    
    
      enc6/2



        
          
        

    

  


  

      

          -spec enc6(non_neg_integer(), 0..3) -> binary().


      


Encode a 6-bit prefixed integer. Prefix occupies the upper 2 bits.

  



  
    
      
    
    
      enc7/2



        
          
        

    

  


  

      

          -spec enc7(non_neg_integer(), 0..1) -> binary().


      


Encode a 7-bit prefixed integer. Prefix occupies the upper 1 bit.

  



  
    
      
    
    
      enc8/1



        
          
        

    

  


  

      

          -spec enc8(non_neg_integer()) -> binary().


      


Encode an 8-bit prefixed integer (full byte prefix, no upper bits).
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nhttp_msg 
    



      
Shared message-level helpers for the HTTP/2 (RFC 9113) and HTTP/3
(RFC 9114) state machines. nhttp_h1 (RFC 9112) shares the digit and
length parsing, so all three wire formats read a content-length value
through one implementation of the RFC 9110 Section 8.6 ABNF.
These functions deal with the parts of a request/response that are
identical on both wire formats once the framing layer has produced a
list of {Name, Value} pseudo + regular header pairs:
	digit/length parsing (is_digits/1, parse_content_length/1)
	content-length extraction and end-of-stream validation
	pseudo-header projection (extract_request_pseudo/1,
extract_response_pseudo/1)
	the host fallback used when :authority is empty
	trailers shape validation

The module is intentionally protocol-agnostic: errors are returned as
plain atoms and the calling protocol wraps them into the relevant wire
error format (atom for H2, descriptive binary for H3).

      


      
        Summary


  
    Types
  


    
      
        content_length_error()

      


    


    
      
        extended_connect_error()

      


    


    
      
        request_shape()

      


    


    
      
        request_shape_error()

      


    


    
      
        status_error()

      


    


    
      
        trailers_error()

      


    





  
    Functions
  


    
      
        build_request(Version, Peer, Headers)

      


        Assemble the canonical nhttp_lib:request/0 map from the pseudo
plus regular header list emitted by the protocol decoders.



    


    
      
        build_response(Version, Headers)

      


        Assemble the canonical nhttp_lib:response/0 map. Version is
stamped onto the map; reason is the empty binary (HTTP/2 and HTTP/3
do not carry a reason phrase, RFC 9113 §8.3.2, RFC 9114 §4.3.2).
Fails with status_error/0 when the :status pseudo-header is
absent or malformed. See extract_response_pseudo/1.



    


    
      
        check_authority_host_match/2

      


        When both :authority and Host are present they must carry the
same value (RFC 9113 §8.3.1, RFC 9114 §4.3.1). An undefined
component is treated as absent. Returns {error, protocol_error} on
mismatch.



    


    
      
        check_extended_connect/4

      


        Validate the RFC 8441 / 9220 Extended CONNECT pseudo-header
combination. The four arguments are :method, :protocol,
:authority and the local settings map (peer settings on the server
side). The peer must advertise SETTINGS_ENABLE_CONNECT_PROTOCOL=1
to enable the feature.
Returns ok when the combination is acceptable (including the
common case where :protocol is absent), or one of three reasons
that the caller maps to the protocol-appropriate error payload



    


    
      
        extract_content_length/1

      


        Find the first content-length header in Headers and parse it.
Returns undefined when the header is absent or has a non-binary
value (defensive guard kept from the H2 implementation).



    


    
      
        extract_request_pseudo(Headers)

      


        Project the pseudo-header part of a request header list into typed
components and return the regular headers in their original order.
Unknown pseudo-headers (<<":", _>>) are dropped. The caller is
expected to have already rejected them at validation time.



    


    
      
        extract_response_pseudo(Headers)

      


        Project :status out of a response header list, returning the integer
status and the regular headers in their original order. Unknown
pseudo-headers are dropped (already rejected at validation).
Returns {error, invalid_status} when the value is not a valid status
code, and {error, missing_status} when no :status is present. The
caller maps both onto the wire error for its protocol: RFC 9113
Section 8.1.1 makes a malformed response a stream error of type
PROTOCOL_ERROR, and RFC 9114 Section 4.1.2 makes it
H3_MESSAGE_ERROR. This function never raises on peer input.



    


    
      
        host_header_or_empty(Headers)

      


        Return the host header value or <<>> when missing. Used as the
authority fallback when :authority is empty (RFC 9113 §8.3.1,
RFC 9114 §4.3.1).



    


    
      
        is_digits/1

      


        True iff every byte in Bin is an ASCII digit ($0..$9). Used by
parse_content_length/1 to reject negative or otherwise malformed
values before reaching binary_to_integer/1.



    


    
      
        parse_content_length/1

      


        Parse a content-length header value. Returns the integer for a
non-negative decimal binary, or undefined for the empty binary or
any non-digit input. Never raises.



    


    
      
        validate_content_length/3

      


        Check that the bytes received so far are consistent with the
advertised content-length. undefined always passes. On the final
frame the counts must match exactly; on intermediate frames the count
must not exceed the advertised length.



    


    
      
        validate_request_pseudo_shape(Headers)

      


        Run the protocol-agnostic request header validation FSM (RFC 9113
§8.2 / RFC 9114 §4.2) and return a normalized intermediate shape
that protocol-specific post-passes can inspect.
The FSM enforces the rules that are byte-identical across HTTP/2 and
HTTP/3



    


    
      
        validate_trailers/1

      


        Trailers must not contain pseudo-headers (RFC 9113 §8.1, RFC 9114
§4.1). Returns ok or {error, pseudo_in_trailers}. Callers map the
atom to their protocol's error payload.



    


    
      
        validate_wire_scheme/1

      


        The :scheme pseudo-header must be http or https on the wire
(RFC 9113 §8.3.1, RFC 9114 §4.3.1). Returns {error, protocol_error}
on any other value (including undefined). Callers map the atom to
their preferred error payload.



    





      


      
        Types


        


  
    
      
    
    
      content_length_error()



        
          
        

    

  


  

      

          -type content_length_error() :: content_length_mismatch.


      



  



  
    
      
    
    
      extended_connect_error()



        
          
        

    

  


  

      

          -type extended_connect_error() :: missing_authority | bad_method | not_enabled.


      



  



  
    
      
    
    
      request_shape()



        
          
        

    

  


  

      

          -type request_shape() ::
          #{method := binary(),
            scheme := binary(),
            path := binary(),
            authority := binary() | undefined,
            host := binary() | undefined,
            protocol := binary() | undefined,
            headers := nhttp_lib:headers()}.


      



  



  
    
      
    
    
      request_shape_error()



        
          
        

    

  


  

      

          -type request_shape_error() ::
          duplicate_pseudo | unknown_pseudo | pseudo_after_regular | forbidden_connection_header |
          multiple_host_headers | missing_required_pseudo | bad_wire_scheme | authority_host_mismatch.


      



  



  
    
      
    
    
      status_error()



        
          
        

    

  


  

      

          -type status_error() :: invalid_status | missing_status.


      



  



  
    
      
    
    
      trailers_error()



        
          
        

    

  


  

      

          -type trailers_error() :: pseudo_in_trailers.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build_request(Version, Peer, Headers)



        
          
        

    

  


  

      

          -spec build_request(nhttp_lib:version(), nhttp_lib:peer() | undefined, nhttp_lib:headers()) ->
                       nhttp_lib:request().


      


Assemble the canonical nhttp_lib:request/0 map from the pseudo
plus regular header list emitted by the protocol decoders.
Version is stamped into the returned map; Peer is included as the
peer key when not undefined. Authority falls back to the host
header when :authority is empty (RFC 9113 §8.3.1, RFC 9114 §4.3.1).
The Extended CONNECT :protocol (RFC 8441 / 9220) is added when
present.

  



  
    
      
    
    
      build_response(Version, Headers)



        
          
        

    

  


  

      

          -spec build_response(nhttp_lib:version(), nhttp_lib:headers()) ->
                        {ok, nhttp_lib:response()} | {error, status_error()}.


      


Assemble the canonical nhttp_lib:response/0 map. Version is
stamped onto the map; reason is the empty binary (HTTP/2 and HTTP/3
do not carry a reason phrase, RFC 9113 §8.3.2, RFC 9114 §4.3.2).
Fails with status_error/0 when the :status pseudo-header is
absent or malformed. See extract_response_pseudo/1.

  



  
    
      
    
    
      check_authority_host_match/2



        
          
        

    

  


  

      

          -spec check_authority_host_match(binary() | undefined, binary() | undefined) ->
                                    ok | {error, protocol_error}.


      


When both :authority and Host are present they must carry the
same value (RFC 9113 §8.3.1, RFC 9114 §4.3.1). An undefined
component is treated as absent. Returns {error, protocol_error} on
mismatch.

  



  
    
      
    
    
      check_extended_connect/4



        
          
        

    

  


  

      

          -spec check_extended_connect(binary() | undefined, binary() | undefined, binary() | undefined, map()) ->
                                ok | {error, extended_connect_error()}.


      


Validate the RFC 8441 / 9220 Extended CONNECT pseudo-header
combination. The four arguments are :method, :protocol,
:authority and the local settings map (peer settings on the server
side). The peer must advertise SETTINGS_ENABLE_CONNECT_PROTOCOL=1
to enable the feature.
Returns ok when the combination is acceptable (including the
common case where :protocol is absent), or one of three reasons
that the caller maps to the protocol-appropriate error payload:
	missing_authority: CONNECT without :authority.
	not_enabled: peer has not advertised enable_connect_protocol.
	bad_method: :protocol present with a method other than CONNECT.


  



  
    
      
    
    
      extract_content_length/1



        
          
        

    

  


  

      

          -spec extract_content_length(nhttp_lib:headers()) -> non_neg_integer() | undefined.


      


Find the first content-length header in Headers and parse it.
Returns undefined when the header is absent or has a non-binary
value (defensive guard kept from the H2 implementation).

  



  
    
      
    
    
      extract_request_pseudo(Headers)



        
          
        

    

  


  

      

          -spec extract_request_pseudo(nhttp_lib:headers()) ->
                                {nhttp_lib:method() | undefined,
                                 binary(),
                                 nhttp_lib:scheme(),
                                 nhttp_lib:authority(),
                                 binary() | undefined,
                                 nhttp_lib:headers()}.


      


Project the pseudo-header part of a request header list into typed
components and return the regular headers in their original order.
Unknown pseudo-headers (<<":", _>>) are dropped. The caller is
expected to have already rejected them at validation time.

  



  
    
      
    
    
      extract_response_pseudo(Headers)



        
          
        

    

  


  

      

          -spec extract_response_pseudo(nhttp_lib:headers()) ->
                                 {ok, {nhttp_lib:status(), nhttp_lib:headers()}} |
                                 {error, status_error()}.


      


Project :status out of a response header list, returning the integer
status and the regular headers in their original order. Unknown
pseudo-headers are dropped (already rejected at validation).
Returns {error, invalid_status} when the value is not a valid status
code, and {error, missing_status} when no :status is present. The
caller maps both onto the wire error for its protocol: RFC 9113
Section 8.1.1 makes a malformed response a stream error of type
PROTOCOL_ERROR, and RFC 9114 Section 4.1.2 makes it
H3_MESSAGE_ERROR. This function never raises on peer input.

  



  
    
      
    
    
      host_header_or_empty(Headers)



        
          
        

    

  


  

      

          -spec host_header_or_empty(nhttp_lib:headers()) -> nhttp_lib:authority().


      


Return the host header value or <<>> when missing. Used as the
authority fallback when :authority is empty (RFC 9113 §8.3.1,
RFC 9114 §4.3.1).

  



  
    
      
    
    
      is_digits/1



        
          
        

    

  


  

      

          -spec is_digits(binary()) -> boolean().


      


True iff every byte in Bin is an ASCII digit ($0..$9). Used by
parse_content_length/1 to reject negative or otherwise malformed
values before reaching binary_to_integer/1.

  



  
    
      
    
    
      parse_content_length/1



        
          
        

    

  


  

      

          -spec parse_content_length(binary()) -> non_neg_integer() | undefined.


      


Parse a content-length header value. Returns the integer for a
non-negative decimal binary, or undefined for the empty binary or
any non-digit input. Never raises.

  



  
    
      
    
    
      validate_content_length/3



        
          
        

    

  


  

      

          -spec validate_content_length(non_neg_integer() | undefined, non_neg_integer(), nhttp_lib:fin()) ->
                                 ok | {error, content_length_error()}.


      


Check that the bytes received so far are consistent with the
advertised content-length. undefined always passes. On the final
frame the counts must match exactly; on intermediate frames the count
must not exceed the advertised length.

  



  
    
      
    
    
      validate_request_pseudo_shape(Headers)



        
          
        

    

  


  

      

          -spec validate_request_pseudo_shape(nhttp_lib:headers()) ->
                                       {ok, request_shape()} | {error, request_shape_error()}.


      


Run the protocol-agnostic request header validation FSM (RFC 9113
§8.2 / RFC 9114 §4.2) and return a normalized intermediate shape
that protocol-specific post-passes can inspect.
The FSM enforces the rules that are byte-identical across HTTP/2 and
HTTP/3:
	Pseudo-header block precedes the regular fields.
	No duplicate pseudo-headers and no unknown pseudo names.
	No hop-by-hop / connection-specific fields (Connection,
Keep-Alive, Proxy-Connection, Transfer-Encoding, Upgrade).
	At most one Host field.
	:method, :scheme and a non-empty :path are present.
	:scheme is http or https on the wire.
	When both :authority and Host are present they must match.
Protocol-specific rules are deferred (TE policy per RFC 9113 §8.2.2
vs RFC 9114 §4.2, HTTP/3's "authority-requiring scheme needs
:authority or Host" rule, and Extended CONNECT settings). Callers
use request_shape() plus their own settings to finish validation.


  



  
    
      
    
    
      validate_trailers/1



        
          
        

    

  


  

      

          -spec validate_trailers(nhttp_lib:headers()) -> ok | {error, trailers_error()}.


      


Trailers must not contain pseudo-headers (RFC 9113 §8.1, RFC 9114
§4.1). Returns ok or {error, pseudo_in_trailers}. Callers map the
atom to their protocol's error payload.

  



  
    
      
    
    
      validate_wire_scheme/1



        
          
        

    

  


  

      

          -spec validate_wire_scheme(binary() | undefined) -> ok | {error, protocol_error}.


      


The :scheme pseudo-header must be http or https on the wire
(RFC 9113 §8.3.1, RFC 9114 §4.3.1). Returns {error, protocol_error}
on any other value (including undefined). Callers map the atom to
their preferred error payload.
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nhttp_proxy_protocol 
    



      
PROXY protocol v1 and v2 parser.
The PROXY protocol preserves the original client IP/port across a
connection-terminating intermediary (load balancer, proxy). Both v1
(ASCII line) and v2 (binary frame) are supported.
The 12-byte v2 signature \\r\\n\\r\\n\\x00\\r\\nQUIT\\n is unambiguous
and shares no prefix with "PROXY ", so callers wishing to accept both
versions can probe each shape from the first byte without ambiguity.
Usage
case nhttp_proxy_protocol:parse(Buffer, #{version => both}) of
    {ok, Header, Consumed} ->
        Rest = binary:part(Buffer, Consumed, byte_size(Buffer) - Consumed),
        handle(Header, Rest);
    {more, _MinBytes} ->
        recv_more();
    {error, Reason} ->
        reject(Reason)
end.
The returned header/0 map carries the parsed source/destination
addresses for the proxy command. The local command (v2 only) signals
a health-check-style connection from the proxy itself; callers should
keep the original L4 peer in that case.
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        parse/1

      


        Equivalent to parse(Bin, #{version => both}).



    


    
      
        parse/2

      


        Parse a PROXY protocol header from Bin.
Opts may carry version => v1 | v2 | both (default both) to restrict
the accepted protocol versions. When restricted, a header that matches a
disallowed version returns {error, unsupported_version}.
Returns {ok, Header, Consumed} on success, where Consumed is the
number of bytes occupied by the PROXY header (including any v1 CRLF or
v2 length prefix). Use binary:part/3 on the original buffer to recover
the bytes that follow.
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          -type accepted() :: v1 | v2 | both.
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          -type command() :: proxy | local.
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          -type family() :: inet | inet6 | unix | unspec.
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          -type header() ::
          #{version := version(),
            command := command(),
            family := family(),
            transport := transport(),
            src_addr => inet:ip_address() | binary(),
            dst_addr => inet:ip_address() | binary(),
            src_port => inet:port_number(),
            dst_port => inet:port_number(),
            tlvs => [tlv()]}.
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          -type opts() :: #{version => accepted()}.
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          -type parse_error() ::
          bad_signature | bad_v1_header | bad_v1_proto | bad_v1_addr | bad_v1_port | bad_v1_too_long |
          bad_v2_version | bad_v2_command | bad_v2_family | bad_v2_transport | bad_v2_payload |
          unsupported_version.
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          -type parse_result() ::
          {ok, header(), Consumed :: pos_integer()} |
          {more, MinBytes :: pos_integer()} |
          {error, parse_error()}.
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          -type tlv() :: {Type :: 0..255, Value :: binary()}.
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          -type transport() :: stream | dgram | unspec.
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          -type version() :: v1 | v2.
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          -spec parse(binary()) -> parse_result().


      


Equivalent to parse(Bin, #{version => both}).
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          -spec parse(binary(), opts()) -> parse_result().


      


Parse a PROXY protocol header from Bin.
Opts may carry version => v1 | v2 | both (default both) to restrict
the accepted protocol versions. When restricted, a header that matches a
disallowed version returns {error, unsupported_version}.
Returns {ok, Header, Consumed} on success, where Consumed is the
number of bytes occupied by the PROXY header (including any v1 CRLF or
v2 length prefix). Use binary:part/3 on the original buffer to recover
the bytes that follow.
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String literal codec for HPACK and QPACK.
Implements the string literal representation shared by HPACK (RFC 7541
Section 5.2) and QPACK (RFC 9204 Section 4.1.2). A string literal is
encoded as:
H (1 bit) | Length (7-bit prefixed integer) | Data (Length bytes)
When H=1 the data is Huffman-coded using the static table from
RFC 7541 Appendix B. When H=0 the data is the raw octets.
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        Decode a string literal from a bitstring.



    


    
      
        encode/2

      


        Encode a binary as a string literal.
When Huffman is true, the string is Huffman-encoded and the H-bit
is set. When false, the raw bytes are written with H=0.
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          -type decode_error() :: incomplete | invalid_huffman.
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          -spec decode(bitstring()) -> {ok, binary(), bitstring()} | {error, decode_error()}.


      


Decode a string literal from a bitstring.
Reads the H-bit, decodes the 7-bit-prefixed length, extracts that many
bytes, and optionally Huffman-decodes the result. Returns the decoded
string and the unconsumed remainder.
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          -spec encode(binary(), boolean()) -> iolist().


      


Encode a binary as a string literal.
When Huffman is true, the string is Huffman-encoded and the H-bit
is set. When false, the raw bytes are written with H=0.

  


        

      


  
OEBPS/dist/epub-4WIP524F.js
